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1 Executive summary 
 
This deliverable captures the SECURED BY BLOCKCHAIN project Requirements Specifications. 
It is a core specification document describing the project scope, approach and initial 
requirements specifications for developing a blockchain architecture in WP2. 
 
The purpose of the document is to provide the initial specifications of a cyber secure supply 
chain blockchain architecture.  
 

- T1.1 – Meta-analysis of the supply chain cyber security & and blockchain, 
- T1.2 – Identification of the cyber security requirements specifications for a blockchain 

architecture applied to supply chain transactions 
 
 
The document describes the scope, approach, and main components. The initial requirements 
specifications for SECURED BY BLOCKCHAIN include the following components: 
 

- Supply chain functions 
- Cyber risks 
- Blockchain security capabilities 

 
 
The document provides a consolidated table of requirement specifications for the above core 
components. Such specifications will be the ground field for the development of Key 
Performance Indicators (KPIs) in WP2. 
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2 BACKGROUND 

2.1 Introduction 

 
The fragility of international supply chains is evidenced with cyber-attacks like the one to 
Norsk Hydro’s operations in the U.S. and Europe in 2019 which left the company without 
automated production lines and running on manual production processes (Burton & Cho 
Walsgard, 2019). Cyber-attacks have costly consequences, for instance, it is reported an 
average cost of 3 million Euro for each cyber-attacks to Italian companies’ data in 2018 
(Resilience360, 2018). 
 
The sources of cyber threat evolve over time. Hinde (2000) reported several cyberattacks 
leading to denial of services over the internet, like system’s failures, incompatibilities, 
uncertainty of safety of the systems for the users, internal threats, and so on. He also 
described the first large scale cyberattack to corporations like eBay, Amazon, CNN, 
latimes.com, with a computer virus ‘Stacheldraht’, which allows hackers to launch data traffic 
to targeted sites to saturate and block the websites. 
 

 
 
Surprisingly, although the cybersecurity community was aware of external threats, Vavra and 
Hromada (2015) explained how the protection of ‘Industrial Control Systems’ was still focused 
on insider threats and accidental malware introductions. It was only after the damage caused 
by the computer worm ‘Stuxnet’ in 2010, that the approach to cybersecurity changed radically 
to external threats because of information and communication systems’ growing openness 
(Langner, 2011). 
 
Solutions to cyber threats also evolve over time. Early cybersecurity consisted in 
authentication methods like passwords and PINs, access controls like firewalls, intrusion 
detection methods like exceeding number of users, and as reported by Yesberg and 
Henderson (2001) the cybersecurity community was much focused on the access to network 
components. Cybersecurity changed in early 2000’s to include real time threat analyses to 
network components (Chi, Park, Jung, & Lee, 2001). 
 
In mid2000’s operations research methods started playing a role for network survivability, 
intrusion detection, countering denial of service attacks, risk assessments, limit access to 
confidential data, legitimate access, and so on (Wright, Liberatore, & Nydick, 2006). In the 
early 2010’s the Supply chain cybersecurity made its great debut, with the inclusion three key 
factors: governance and organizational relationships tier, it and cyber-physical systems 
integration tier, and the operations and protocols tier (Boyson, 2014). 
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New technologies come with new risks, and new solutions. The components of the 4th 
industrial revolution, i.e. Information and Communication Technologies, Internet of Things, 
Industry 4.0, Cyber-Physical Systems, Physical Internet, and Automation, are transforming the 
way supply chains operate.  
 
IoT devises enabling Consumer Electronics, Smart 
Buildings, Smart Grids, Smart Factories, 
Smartphones, and so on, are easy targets of new 
cyber threats. For instance, ‘Botnets’ are 
connected computers and or IoT devises executing 
coordinated tasks. Kolokotronis et al. (2019) 
described the use of ‘Botnets’ to coordinate a 
denial of service attack in October 2016 against 
Netflix, Twitter, and PayPal; and vulnerable devises 
to perform such attacks could have been easily 
found with tools like Shodan and IoTSeeker. 
 

In these cases however, GS1 Italy and many practitioners indicate that blockchain 
offers superior data and system integrity (Aceto, 2019; Kshetri, 2017a). More 
specifically, summarizing Taylor et al., (2019), blockchain or cryptographic-based 
distributed ledger is tailored to ‘trusted transactions among untrusted 
participants in a network’, because of a number of features. 1) It allows 
authenticating IoT devices to networks and end users to IoT devices. 2) Hash lists 
allow data storage, maintenance, and verification securely. 3) Virtualized 
machines and networks, and containers for application deployments, permit 
authenticating decentralized and robust stored data. 4) External parties can verify 
personal identifiable data without the need to expose the specifics of the data. In 
addition, 5) it allows the web to be accessed wirelessly with heightened 
encryption methods. 
 
On the other hand, this analysis tries to give a sense of some fundamental 
critiques to the blockchain developments. According to Bloomberg, for many 
crypto geeks blockchain is dying because it is not living to its hype due to 
scalability problems and lack of value (Hajric, 2019). One should pay attention to 
Vitalik Buterin, creator of Ethereum, who criticized the intention of professional 
to use blockchain in their jobs out of pure affinity to the technology, when most 
industries should have no business with blockchain application development 
projects (CryptoInfoWatch, 2018).  

 
The research team believes that blockchain projects should be grounded on value creation, 
in other words, solutions must address specific problems. For instance, should the Industry 
4.0, ‘Internet of Things’, and Automation trends continue to grow, the cyber risks along supply 
chains will continue to increase. Thus, there might be value on blockchain projects offering 
enhanced cyber security. The meta-analysis in later sections describes the areas of the supply 
chain for which the blockchain literature may attempt to address cyber risks. 
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The next section describes the key features of cybersecurity and blockchain, and their overall 
importance for the management of supply chain, logistics, transportation, and freight.  

2.2 Cyber supply chain risk management (CSCRM) 

 
In the early 2010’s the Supply chain cybersecurity made its great debut, with integration of 
three key tiers: governance and organizational relationships tier, cyber-physical systems 
integration tier, and the operations and protocols tier, for cyber risk management. Hence, the 
coin of the Cyber Supply Chain Risk Management (CSCRM), which are strategies and initiatives 
to assess and mitigate cyber and information risks across end-to-end operations of a supply 
chain (Boyson, 2014).  
 
 

 
Source: (Colicchia, Creazza, & Menachof, 2019) 
 
 
According to Colicchia, Creazza, and Menachof (2019), not all companies tend to evolve 
homogeneously in all the phases of a resilient supply chain ‘prepare’, ‘maintain’, ‘respond’ 
and ‘recover’; yet, partial cybersecurity solutions have evolved to face supply chain cyber 
risks. They classify cyber security initiatives in organizational; training and internal awareness; 
compliance and external awareness; event management; data management; IT security 
protocols; and IT operational resilience. 
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The problem with most cybersecurity models in the past is that they were designed to grant 
access and interact with trusted parties, whilst untrusted parties or devices must aby to the 
system’s rules and protocols to become trusted, else they were left behind. Moreover, 
whatever the reason for a change in a part of a networked system in a given time, this change 
did not require the consensus or ‘authorization’ of the rest of the nodes of the networked, 
thus making it difficult to verify the legitimacy of that change. 
 
 

2.3 Blockchain and supply chain management 

 
According to Prof. Melanie Swan, "The Blockchain... is a new organizing paradigm for the 
discovery, valuation, and transfer of all quanta (discrete units) of anything, and potentially for 
the coordination of all human activity at a much larger scale than has been possible 
before”(Swan, 2015). 
 
It 'is a distributed computing architecture where every network node executes and records 
the same transactions, which are grouped into blocks. Only one block can be added at a time, 
and every block contains a mathematical proof that verifies that it follows in sequence from 
the previous block. In this way, the Blockchain’s “distributed database” is kept in consensus 
across the whole network. Individual user interactions with the ledger (transactions) are 

secured by strong cryptography' (Ethereum Homestead, 2018). 
 
It started as a distributed ledger platform for Bitcoin; and after a number of limitations leading 
the Blockchain to split into multiple chains running simultaneously (i.e. forks), it was upgraded 

by Buterin (Buterin, 2013) , to allow new cryptocurrencies, as well as for managing and 
exchanging digital assets. 
 
Its evolution has seen two stages so far. Blockchain 1.0, which is the basis of Bitcoin and many 
cryptocurrencies including Ethereum. Blockchain 2.0, is the second stage of development, 
with the technology for the implementation of 'smart contracts' for the transaction of assets 

other than cryptocurrency (X. Li, Jiang, Chen, Luo, & Wen, 2017). 
 
Smart contracts focus on executing "black letter" rules, or those known and accepted 
principles, which are established and hardly ever contested. They are verified, digitally signed, 
and encoded in programming language. In other words, a smart contract sets the conditions 
and the platform under which transactions occur (Dill & Smits, 2018). What is more, there are 
discussions about the existence of smart contracts since long before first development of the 

Blockchain (Mendelowitz & Brammertz, 2016) , and their first implementations were in 
banking and financial services (Ross, 2017). 
 
An example of how Blockchain can add value to logistics & supply chains is the application to 
food traceability. Examples of these applications are in seafood supply chain traceability, i.e. 
Intel and Linux Foundation's Hyperledger Sawtooth, and the Fishcoin initiative launched by 
former US Secretary of State John Kerry in 2014. Hyperledger Sawtooth allows to transact and 
trace the provenance and contextual information of assets (i.e. fish) near-real time (The Linux 
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Foundation, 2017). Fishcoin is a decentralized network of tools for data capture to add 
valuable information to the asset (i.e. fish) along the chain of custody, i.e. from small-scale 
fisherman to HoReCa or retailer (Fishcoin, 2018). Sawtooth and Fishcoin's blockchains allow 
the assets to have premium prices, due to increased supply chain visibility, sustainability, and 
overall corporate social responsibility. 
 
There are multiple venues for 
Blockchain 3.0 and Blockchain 
X.0 to follow, including 
capabilities focusing on 
scalability; mainchains, 
sidechains and interchain 
interoperability; cloud storing 
and big-data; on&off chains 
interaction; security and 
governance, among other 
possibilities. However, any 
future venue requires the 
generalization of assets 
digitalization through the IoT. 
 
 
 
The sections ahead describe the scope of our present research, which as stated in the 
introduction, it lies in the intersection between supply chain management, cybersecurity and 
blockchain literatures. 
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3 Definition of the scope of the SECURED BY BLOCKCHAIN project 

3.1 Approach 

 
The SECURED BY BLOCKCHAIN Project approach is a scientifically driven which will be adopted 
for the development of main research outputs. Iterative refinements will be based on 
feedback from a comprehensive developmental process with a food supply chain. 
 

SECURED BY BLOCKCHAIN will provide an innovative solution for supply chains and logistics 
to assist stakeholders to achieve enhanced cyber security. 
 
The project approach is as follows. Firstly, the operational and cyber security requirements 
for supply chains are defined. The work includes the creation of a library of requirements from 
scientific literature (e.g. (Yari; Borbon-Galvez & Dallari, 2018)) to be used as reference for the 
AS IS and TO BE scenarios. Secondly, candidate blockchains are evaluated. Thirdly, the 
blockchain is developed, customized, validated and approved. Fourthly, the blockchain is 
tested by a food company in coordination with the research team in the iFAB secure 
environment. And lastly, threat and vulnerability assessments are performed, and KPIs 
defined (See Figure 1- Cyber-risk free blockchain development approachFigure 1).  
 
At the end of the project, there will be several reports including the research process, 
blockchain design, threat and vulnerabilities, innovation agenda, stakeholders’ benefits, and 
cyber-security logistics and supply chain Key Performance Indicators. 
 
 

                  Figure 1- Cyber-risk free blockchain development approach 

 
1. The company and the 
research team define the 
operational and cyber 
security requirements for 
international food supply 
chain 
 

2. Candidate blockchains 
architectures are evaluated  
 

3. The blockchain is 
developed inhouse LIUC, and 
presented to the company 
for validation 
 

4. Blockchain tests are run in 
the iFAB environment 
 

5. Threat and vulnerability 
assessments are performed 
and discussed with the 
research team 
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The LIUC research team has carried out bimonthly meetings in order to carry out the 
requirement analysis and disseminated the SECURED BY BLOCKCHAIN Project in LIUC’s 
LinkedIn and Twitter accounts.  
 
The SECURED BY BLOCKCHAIN architecture will be produced during the second year by 
leveraging the complementary competencies of the consortium partners and outputs from 
reference Blockchain architectures and Smart Contract, such as Hyperledger Sawtooth, 
Hyperledger Fabric, Hyperledger Grid, Hyperledger Smart Contract Working Group, Dutch 
Blockchain Coalition, and other distributed ledgers. 

3.2 Testing 

 
LIUC’s iFab and C3 Lab will be used to validate the SECURED BY BLOCKCHAIN architecture 
under “simulated” conditions, to ascertain feasibility and benefits of the architecture and to 
provide feedback to enable improvements. Importantly, this stage will concentrate on user 
led development of the simulation. This means that all the architecture will be utilized in 
establishing practical solutions and gaining the necessary understanding of which solutions 
really work and the key gaps where innovations are needed. 

3.3 Assessment 

 
The upon successful architecture design, a validation process should follow to evaluate the 
benefits and to draw necessary support facilities that would help the wide diffusion of the 
results. This diffusion will be greatly helped by having the research team and the advisory 
board actively communicating the progress and results of the project. 
 
It is also necessary to perform a vulnerabilities and threats assessment with a risk 
methodology that ensures that threats are identified in a consistent and cost-effective way. 
The Bow Tie Model and other risk assessment methods will be used to identify threats. The 
reasons for applying the Bow Tie Model are twofold. It provides a good graphical overview of 
a particular type of risk, showing the interplay of cause and effect and where and how cause 
or effect can be reduced. This allows greater interactivity between the SECURED BY 
BLOCKCHAIN design and the food company as graphical views typically elicit a better response 
than purely written and hypothetical material. 
 
This method will allow to calculate risks based on selected threats and potential controls, 
providing guidance as to what the SECURED BY BLOCKCHAIN architecture needs to focus on.   
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4 Requirements and specifications 

4.1 Introduction 

This section of the report provides the cyber security requirements specifications for each of 
the supply chain and logistical functions.  
 
This investigation explores an international supply chain with the following actors: suppliers, 
manufacturer, logistics service providers, ports, customs, retailers, customers, government, 
certification organizations, universities or knowledge partners, etc. The transactions 
associated to data and systems are information, physical and financial flows between 
economic actors (see Figure 2). 
 

Figure 2 Extended supply chain configuration 

 
Source: Elaborated and extended based on Comelli, Féniès, & Tchernev (2008) 

 
Each supply chain partner faces its own challenges regarding their cyber security, however, it 
is useful to look at an organization’s supply chain operations, practices and functions to 
understand where it may be needed to intervene in case of potential vulnerabilities.  
 
The most basic illustration of the organization’s operational supply chain and logistical areas 
is in the APICS Supply Chain Operations Reference Model 12.0 (see Figure 3). In this model, 
operations are divided into six large areas: plan, enable, source, make, deliver and return.  
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Figure 3. Supply Chain Operations Reference Model 

 
Source: APICS, Quick Reference Guide SCOR (Supply Chain Operations 
Reference) 12.0, Chicago: APICS, 2017 

 

 
The above operations are furthered detailed in what the SCOR model calls ‘Business Practices’ 
and which subsequently categorized (see Figure 4). 
 

Figure 4. SCOR Model’s Classification of Business Practices 

 
Source: Source: APICS, Quick Reference Guide SCOR (Supply Chain Operations Reference) 
12.0, Chicago: APICS, 2017 

 
Given that our investigation aims to evaluate the organization’s type of data and systems 
candidates to migrate onto a distributed ledger architecture to improve its cyber security 
stand. We proceeded examining the data and systems behind the business ‘practices’ listed 
in the SCOR 12.0, it was then disaggregated further and recategorized into business 
‘functions’ (See Figure 5).  
  
The disaggregation of data and systems and its categorization into supply chain functions, 
enabled both the search of the cyber risk and blockchain scientific contributions, and the later 
development of the requirements specifications by supply chain function. The following 
section elaborates the scientific procedure to extract requirements specifications, and the 
following section shows a consolidated library of requirements specifications by supply chain 
functions.  
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The objective of having a library of requirements specification is to have a shared 
understanding of the cyber risks and distributed ledger domains common to the SECURED BY 
BLOCKCHAIN research team and the advisory board. 
 
 

Figure 5. Organization’s supply chain data and systems by functional areas with likely 
exposure to cyber risks 

Source: Own elaboration 

 
 
The main reason for looking at the functional components of the supply chain literature, 
rather than looking at generic terms such as supply chain, logistics, transportation and freight, 
is our assumption that the scientific contributions may be more specific and solutions more 
targeted to the needs of the project. 
 
For instance, below there are two mappings based on text data. The one on the left 
corresponds to data extracted from a generic blockchain and supply chain literature search, 
whilst on the right, there is a mapping based on the extraction of blockchain literature related 
to the supply chain functions, without using the keywords supply chain, logistics, freight, and 
transportation (See Figure 6). The comparison below shows on the left a more theoretical and 
explorative oriented literature, whilst on the right there is a mapping of a more applied and 
engineering oriented literature. 
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Keywords: Blockchain and Supply Chain, Logistics, Freight,   Keywords: Blockchain and Supply Chain Functions from 
and Transportation      Figure 5   

 
 

4.2 Meta-analysis: Supply chain cybersecurity & blockchain research1 

The methodology for requirements specifications is mashed from various approaches from 
reference projects like SAFEPOST, CORE, and previous investigations by the research team, 
we call it meta-analysis.  
 
The meta-analysis has two aims, the first one is to understand the scientific literature in its 
wider context, and the second one is to extract the requirements specifications. The steps are 
the following, first a Systematic Literature Analysis (SLA) is performed, followed by the 
quantitative and qualitative analyses in order to cover the two aims correspondingly of the 
meta-analysis (See Figure 7).  
 

Figure 7 Meta-analysis of the supply chain cybersecurity & blockchain literature 

 

                                                      
1 Parts of this section are based on a POMS International conference 2019 presentation and working paper titled 
‘Coevolution of cyber risks and blockchain: a meta-analysis and implications for supply chain risk management’ 
to be submitted to Transport Reviews by the end of January 2020 (to be circulated to all team and Advisory 
Board members). 

SLA

Quantitative 
analysis

Association

Qualitative 
analysis

Requirements 
specification

Figure 6 Text data mapping of the supply chain and blockchain literature 
(SCOPUS 1955 – 2020) 



SECURED BY BLOCKCHAIN D1 – LIUC UNIVERSITÀ CARLO CATTANEO  -  20.01.2020 - ITALY 
 
 

Page 16 of 54 

 
The SLA consists of 4 steps. First, is the questions formulation, which corresponds to the meta-
analysis aims discussed above. Second, identifying the literature in SCOPUS. Third, literature 
selection based on an explicit criterion to include and exclude papers and evaluation. And 
fourth, for the quantitative analysis, this corresponds to the literature association analysis, 
whilst for the qualitative analysis it corresponds to the requirements specification discovery 
and classification by supply chain functions (See Figure 8).  
 

Figure 8 Systematic Literature Analysis (SLA) 

 
 

The next sections present the results of the SLA, including the association analysis and the 
requirements specifications. 
 

4.2.1 Systematic Literature Analysis2 

 
The formulation of the questions is the following, given that we would like to understand the 
role of the blockchain in the cybersecurity of the supply chain, we first would like to answer 
whether there is an association in three bodies of literature, namely: the supply chain 
functions, cybersecurity, and blockchain. This question comes with the following hypothesis 
for testing, 
 
H0: The cybersecurity, blockchain, and supply chain literature are not associated. This means 
that the cybersecurity and blockchain literatures are distributed relatively homogeneously 
across supply chain functions. 
H1: The cybersecurity, blockchain and supply chain literatures are associated. This means that 
there is a statistically significant concentration of cybersecurity and blockchain topics in some 
supply chain functions.  

                                                      
2 Parts of this section are based on a POMS International conference 2019 presentation and working paper titled 
‘Coevolution of cyber risks and blockchain: a meta-analysis and implications for supply chain risk management’ 
to be submitted to Transport Reviews by the end of January 2020 (to be circulated to all team and Advisory 
Board members). 

3. Studies selection

Select in Select out

2. Identifying the literature

Keywords searches SCOPUS

1. Questions formulation

Supply chain cyber risks? Blockchain solutions to such cyber risks?
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The hypothesis testing is performed in the association analysis section 4.2.2. The next section 
contains the rest of the steps of the SLA.  
 

4.2.1.1 Identify, select in and out, and classify the literature 

 
We believe that the research topics in the intersection of cybersecurity, blockchain and supply 
chain functions will tend to be more associated, perhaps due to the fact that the most recent 
research topics are still under development and will require time before they make it to the 
scientific journals (See Figure 1Figure 9 and Figure 10).  
 

Figure 9. Cybersecurity, Blockchain and Supply Chain Functions literatures association 

 
Source: Own elaboration based on SCOPUS extraction 17.01.2020 
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Figure 10 Number of scientific articles by cybersecurity(C), blockchain(B), and supply 
chain functions (SC) 

 
    Source: Own elaboration based on SCOPUS extraction on 17.01.2020. 

 
 
The search queries focused on ‘title, keywords, and abstract’, and the supply chain functions, 
i.e. market data, order placement data, production and operations cockpit information, 
inventory data, shipping data, traceability and monitoring data, sales and operations data, 
etc. were individually queried (see appendix for queries specifications). The results of the 
queries are shown in Table 1 below and results in number of articles. 
 

Table 1 SCOPUS queries for cybersecurity, blockchain and supply chain (1955 to 2020) 

Queries and keys: (Ⴖ: Intersection; Ⴎ: Union; j: journal; ar: article) 
( PUBYEAR  >  1954 )  AND  ( DOCTYPE ( ar ) )  AND  ( LIMIT-TO ( SRCTYPE ,  "j" ) )  AND  ( LIMIT-TO ( LANGUAGE ,  "English" )  OR  EXCLUDE ( 

LANGUAGE ,  "German" )  OR  EXCLUDE ( LANGUAGE ,  "Chinese" ) ) Date of extraction: 17/01/2020 

Number 
of 

articles 

B TITLE-ABS-KEY ( blockchain  OR  "distributed ledger"  OR  "block chain"  OR  "block-chain"  OR  hyperledger  OR  ethereum  OR  "permissioned 
ledger"  OR  "permissionless ledger"  OR  "smart contract"  OR  sidechain ) 

4,433 

C. TITLE-ABS-KEY ( "cyber risk"  OR  "cyber threat"  OR  "information threat"  OR  "cyber attack"  OR  "information attack"  OR  "cyber vulnerability"  
OR  "information vulnerability"  OR  "cyber security"  OR  "information security"  OR  "cyber defence"  OR  "cyber exploitation"  OR  "cyber incident"  
OR  "cyber operation"  OR  cybersecurity  OR  cyberthreat  OR  cyberattack  OR  cybersecurity  OR  "information theft"  OR  "theft of information"  
OR  "theft of data"  OR  "risk of information"  OR  "data theft"  OR  "cyber theft"  OR  "information breach"  OR  "data breach"  OR  "unauthorised 
breach"  OR  "unauthorised access"  OR  "unintentional breach"  OR  "unintentional access"  OR  "unauthorized breach"  OR  "unauthorized access"  
OR  "data misuse"  OR  "information misuse"  OR  "misuse of data"  OR  "misuse of information"  OR  "data modification"  OR  "information 
modification"  OR  "modification of data"  OR  "modification of information"  OR  "injection of information"  OR  "injection of data"  OR  "data 
injection"  OR  "information injection"  OR  "information tampering"  OR  "data tampering"  OR  "tampering information"  OR  "tampering data"  
OR  "tampering of information"  OR  "tampering of data"  OR  "information tampered"  OR  "data tampered"  OR  "tampered information"  OR  
"tampered data"  OR  "stolen information"  OR  "stolen data"  OR  "data stolen"  OR  "information stolen"  OR  "stilling data"  OR  "stilling 
information"  OR  "data stilling"  OR  "information stilling"  OR  "falsified information"  OR  "falsified data"  OR  "misused information"  OR  "misused 
data"  OR  "risk of extraction of information"  OR  "deliberate misuse of information"  OR  "injection of false information"  OR  "cyber exposure"  
OR  "unauthorised extraction of information"  OR  "unauthorised extraction of information"  OR  "false labelling"  OR  "stolen information"  OR  
"stolen data"  OR  "forged information"  OR  "forged data"  OR  "lost information"  OR  "loss of information"  OR  "lost data"  OR  "loss of data"  OR  

21,466 
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"node capture"  OR  "malicious code injection"  OR  "false data injection"  OR  "eavesdropping"  OR  "DoS attack"  OR  "malicious scripts"  OR  
"unauthorised device"  OR  "failed logins"  OR  "cloud phishing"  OR  "document fraud"  OR  "hackers controlled"  OR  "controlled by hackers"  OR  
"hacked"  OR  "unauthorised modification of data"  OR  "unauthorised modification of information"  OR  "data authenticity threat"  OR  "software 
tampering"  OR  "hardware tampering"  OR  "tampering with software"  OR  "tampering with hardware"  OR  "unauthorised access to user data"  
OR  "tag cloning" ) 

1. TITLE-ABS-KEY ( "market data"  OR  "trade data"  OR  "financial data"  OR  "trading information"  OR  "market information"  OR  "trade 
information"  OR  "financial information"  OR  "trading information"  OR  "price data"  OR  "valuation data"  OR  "merchandise data"  OR  "auction 
data"  OR  "listing data"  OR  "price information"  OR  "valuation information"  OR  "merchandise information"  OR  "auction information"  OR  
"listing information"  OR  "stock data"  OR  "stock information" )  

18,973 

1ႶB 15 

1ႶC 65 

1ႶB&C 0 

2. TITLE-ABS-KEY ( "order placement"  OR  "placing order"  OR  "purchase order"  OR  "purchase placement"  OR  "purchasing order"  OR  
"purchasing placement"  OR  "buying order"  OR  "orders placement"  OR  "placing orders"  OR  "purchase orders"  OR  "purchase placements"  OR  
"purchasing orders"  OR  "purchasing placements"  OR  "buying orders" ) 

553 

2ႶB 0 

2ႶC 0 

2ႶBႶC 0 

3. TITLE-ABS-KEY ( "contract data"  OR  "contractual data"  OR  "contract information"  OR  "contractual information"  OR  "agreement data"  OR  
"agreement information"  OR  "commitment data"  OR  "commitment information"  OR  "arrangement data"  OR  "arrangement information"  OR  
"deal data"  OR  "deal information"  OR  "letter of intent"  OR  "letter of interest"  OR  "negotiation data"  OR  "negotiation information"  OR  
"stipulation data"  OR  "stipulation information"  OR  "data of contract"  OR  "information of contract"  OR  "data of agreement"  OR  "information 
of agreement"  OR  "data of commitment"  OR  "information of commitment"  OR  "data of arrangement"  OR  "information of arrangement"  OR  
"data of deal"  OR  "information of deal"  OR  "intent letter"  OR  "interest letter"  OR  "data of negotiation"  OR  "information of negotiation"  OR  
"data of stipulation"  OR  "information of stipulation"  OR  "contracts data"  OR  "contracts information"  OR  "agreements data"  OR  "agreements 
information"  OR  "commitments data"  OR  "commitments information"  OR  "arrangements data"  OR  "arrangements information"  OR  "deals 
data"  OR  "deals information"  OR  "letters of intent"  OR  "letters of interest"  OR  "negotiations data"  OR  "negotiations information"  OR  
"stipulations data"  OR  "stipulations information"  OR  "data of contracts"  OR  "information of contracts"  OR  "data of agreements"  OR  
"information of agreements"  OR  "data of commitments"  OR  "information of commitments"  OR  "data of arrangements"  OR  "information of 
arrangements"  OR  "data of deals"  OR  "information of deals"  OR  "intents letter"  OR  "interests letter"  OR  "data of negotiations"  OR  
"information of negotiations"  OR  "data of stipulations"  OR  "information of stipulations" ) 

862 

3ႶB 2 

3ႶC 0 

3ႶBႶC 0 

4. TITLE-ABS-KEY ( "commercial transaction information"  OR  "business deal information"  OR  "trade transaction information"  OR  "commercial 
transactions information"  OR  "business operation information"  OR  "trade deals information"  OR  "commercial operation information"  OR  
"business transactions information"  OR  "business deals information"  OR  "deal information"  OR  "sales transaction information"  OR  "commercial 
dealings information"  OR  "trade deal information"  OR  "trade information"  OR  "transactions information"  OR  "commerce transaction 
information"  OR  "trading information"  OR  "business dealings information"  OR  "commerce transactions information"  OR  "commerce 
information"  OR  "business activity information"  OR  "business dealing information"  OR  "course of dealing information"  OR  "commercial deals 
information"  OR  "commercial bargains information"  OR  "business arrangement information"  OR  "commercial operations information"  OR  
"commercial activity information"  OR  "sales transactions information"  OR  "business operations information"  OR  "market transactions 
information"  OR  "commercial deal information"  OR  "financial transaction information"  OR  "market transaction information"  OR  "trade 
operations information"  OR  "trading operations information"  OR  "trading transactions information"  OR  "sale operations information"  OR  
"sales operation information"  OR  "sale operations information"  OR  "commercial transaction data"  OR  "business deal data"  OR  "trade 
transaction data"  OR  "commercial transactions data"  OR  "business operation data"  OR  "trade deals data"  OR  "commercial operation data"  
OR  "business transactions data"  OR  "business deals data"  OR  "deal data"  OR  "sales transaction data"  OR  "commercial dealings data"  OR  
"trade deal data"  OR  "trade data"  OR  "transactions data"  OR  "commerce transaction data"  OR  "trading data"  OR  "business dealings data"  
OR  "commerce transactions data"  OR  "commerce data"  OR  "business activity data"  OR  "business dealing data"  OR  "course of dealing data"  
OR  "commercial deals data"  OR  "commercial bargains data"  OR  "business arrangement data"  OR  "commercial operations data"  OR  
"commercial activity data"  OR  "sales transactions data"  OR  "business operations data"  OR  "market transactions data"  OR  "commercial deal 
data"  OR  "financial transaction data"  OR  "market transaction data"  OR  "trade operations data"  OR  "trading operations data"  OR  "trading 
transactions data"  OR  "sale operations data"  OR  "sales operation data"  OR  "sale operations data" ) 

2,946 

4ႶB 39 

4ႶC 23 

4ႶBႶC 4 

5. TITLE-ABS-KEY ( "production cockpit"  OR  "operations cockpit"  OR  "SCADA"  OR  "distributed control system"  OR  "programmable logic 
controller"  OR  "Proportional Integral Differentiator"  OR  "remote terminal units"  OR  "human machine interface"  OR  "programmable 
automation controller"  OR  "OLE for process control"  OR  "software defined networking" )  

13,935 

5ႶB 21 

5ႶC 353 

5ႶBႶC 5 

6. TITLE-ABS-KEY ( "physical access control"  OR  "facility access control"  OR  "facilities access control"  OR  "facilities access controls"  OR  "buildings 
access controls"  OR  "offices access controls"  OR  "facility access management"  OR  "facility access system"  OR  "physical facility access"  OR  
"facility physical security"  OR  "building access control"  OR  "facility security"  OR  "electronic access control"  OR  "biometric access control" ) 

167 

6ႶB 0 

6ႶC 10 

6ႶBႶC 0 
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7. TITLE-ABS-KEY ( "industrial design"  OR  "product design"  OR  "user interface design"  OR  "information design"  OR  "interaction design"  OR  
"exhibit design"  OR  "graphic design"  OR  "architectural technology" ) 

31,763 

7ႶB 9 

7ႶC 39 

7ႶBႶC 1 

8. TITLE-ABS-KEY ( "Internet of Things"  OR  "embedded systems"  OR  "IoT technology"  OR  "smart devices"  OR  "IoT device"  OR  "IoT devices"  
OR  "Internet of medical things"  OR  "internet of health things"  OR  "IoT platform"  OR  "IIoT"  OR  "connected equipment"  OR  "monitoring 
devices"  OR  "industrial management system"  OR  "IoT-enabled"  OR  "IoT hub"  OR  "IoT infrastructure"  OR  "IoT data"  OR  "IoT system"  OR  
"IoT application"  OR  "Internet of Military Things"  OR  "IoMT"  OR  "IoT technologies"  OR  "edge computing"  OR  "edge networking"  OR  "fog 
computing"  OR  "fog networking"  OR  "edge node"  OR  "fog node"  OR  "edge gateway"  OR  "cloud computing"  OR  "edge devices"  OR  
"integrated access devices" )   

62,142 

8ႶB 547 

8ႶC 1,694 

8ႶBႶC 45 

9. TITLE-ABS-KEY ( "inventory management"  OR  "inventory data"  OR  "inventory information"  OR  "backlog data"  OR  "backlog information"  OR  
"SKU data"  OR  "SKU information"  OR  "stock data"  OR  "stock information"  OR  "storage data"  OR  "storage information"  OR  "shelf data"  OR  
"shelf information" )  AND  TITLE-ABS-KEY ( warehouse  OR  warehousing  OR  crossdocking  OR  cross-docking  OR  "cross dock"  OR  "distribution 
centre"  OR  "goods distribution"  OR  "distribution of goods"  OR  distribution ) 

1,487 

9ႶB 2 

9ႶC 2 

9ႶBႶC 1 

10.TITLE-ABS-KEY ( "management data"  OR  "management information"  OR  "administration data"  OR  "administration information"  OR  
"supervision data"  OR  "governance data"  OR  "governance information"  OR  "handling data"  OR  "handling information"  OR  "oversight data"  
OR  "oversight information"  OR  "superintendence data"  OR  "superintendence information"  OR  "superintendency data"  OR  "superintendency 
information" ) 

17,453 

10ႶB 4 

10ႶC 107 

10ႶBႶC 1 

11. TITLE-ABS-KEY ( "Enterprise resource planning"  OR  "ERP"  OR  "business management software"  OR  "database management system"  OR  
"customer resource management"  OR  "supplier resource management"  OR  "warehouse management system"  OR  "business intelligence (BI)"  
OR  "business intelligence BI"  OR  "business support system"  OR  "government resource planning"  OR  "Enterprise appliance transaction modules"  
OR  "product data management"  OR  "e-procurement"  OR  "inventory optimization"  OR  "order tracking"  OR  "revenue tracking"  OR  "Tryton"  
OR  "SQL-Ledger"  OR  "SplendidCRM"  OR  "Odoo"  OR  "Openbravo"  OR  "metasfresh"  OR  "LedgerSMB"  OR  "Kuali"  OR  "intarS"  OR  "SAP"  OR  
"inoERP"  OR  "iDempiere"  OR  "HeliumV"  OR  "ERPNext"  OR  "ERP5"  OR  "Epesi"  OR  "Dolibarr"  OR  "Compiere"  OR  "Apache OFBiz"  OR  
"Adempiere"  OR  "Adaxa Suite"  OR  "1C:Enterprise"  OR  "24SevenOffice"  OR  "CGI Advantage"  OR  "CGram Enterprise"  OR  "Epicor iScala"  OR  
"Exact Online"  OR  "Fishbowl Inventory"  OR  "GLOVIA G2"  OR  "Greentree Business Software"  OR  "OEE Module"  OR  "Industrial and Financial 
Systems"  OR  "JustFoodERP"  OR  "EnterpriseIQ"  OR  "Jeeves"  OR  "TeamWox"  OR  "Microsoft Dynamics"  OR  "NAV-X"  OR  "Nxtier VSC"  OR  
"Open Systems Accounting Software"  OR  "JD Edwards"  OR  "Panaya CloudQuality"  OR  "Opera 3"  OR  "SohoOS"  OR  "Plex Online"  OR  "ProfitKey"  
OR  "Pronto Software"  OR  "QAD Enterprise Applications"  OR  "Ramco Enterprise Series"  OR  "Sage Enterprise Management"  OR  "WorkPLAN 
Enterprise"  OR  "SYSPRO"  OR  "Tally.ERP 9"  OR  "TradeXpress"  OR  "UFIDA U9"  OR  "UNIT4 Business World"  OR  "Visibility.net"  OR  "Workiva"  
OR  "AI Works" )   

61,997 

11ႶB 10 

11ႶC 84 

11ႶBႶC 1 

12. TITLE-ABS-KEY ( "Auto-ID"  OR  "barcode"  OR  "item serialization"  OR  "automatic identification"  OR  "RFID"  OR  "QR code"  OR  "bar code"  
OR  "optical character recognition"  OR  "smart cards"  OR  "voice recognition"  OR  "Automatic Data Capture"  OR  "intelligent character 
recognition"  OR  "optical mark recognition"  OR  "document layer recognition"  OR  "dual tag"  OR  "dual-tag"  OR  "Near Frequency 
Communication"  OR  nfc  OR  zigbee  OR  "electronic data capture"  OR  "Electronic Product Code"  OR  "Electronic Data Interchange" ) 

37,993 

12ႶB 44 

12ႶC 448 

12ႶBႶC 4 

13. TITLE-ABS-KEY ( "receiving system"  OR  "putaway system"  OR  "receiving and putaway"  OR  "putaway and receiving"  OR  "auto-putaway"  
OR  "putaway process"  OR  "receiving dock"  OR  "putaway dock"  OR  "Staging Interface"  OR  "staged item"  OR  "inventory staging"  OR  "Interunit 
Receipt"  OR  "enterprise integration point"  OR  "multistep putaway"  OR  "express putaway"  OR  "putaway plan"  OR  "InterUnit and RMA"  OR  
"Receiving-Putaway"  OR  "putaway flow" )  

856 

13ႶB 0 

13ႶC 2 

13ႶBႶC 0 

14. TITLE-ABS-KEY ( "Transportation management system"  OR  "transport management system"  OR  "transportation planning"  OR  "shipping 
data"  OR  "shipping information"  OR  "shipment information"  OR  "shipment data"  OR  "freight data"  OR  "freight information"  OR  "inbound 
transport"  OR  "outbound transport"  OR  "inbound procurement"  OR  "outbound shipping"  OR  "transportation execution"  OR  "transport 
follow-up"  OR  "vehicle load"  OR  "route optimization"  OR  "shipment batching"  OR  "freight negotiation"  OR  "freight audit"  OR  "On Time Pick 
Up"  OR  "delivery performance"  OR  "per shipping unit"  OR  "shipping units"  OR  "shipping weight"  OR  "transport alert"  OR  "IoT fleet 
monitoring" )   

10,470 

14ႶB 3 

14ႶC 12 

14ႶBႶC 0 
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15. TITLE-ABS-KEY ( "warehouse kpi"  OR  "Receiving Efficiency"  OR  "Picking accuracy"  OR  "Carrying cost of inventory"  OR  "inventory carrying 
cost"  OR  "Inventory turnover"  OR  "backorder rate"  OR  "order lead time"  OR  "Cost of Receiving Per Receiving Line"  OR  "Receiving Productivity"  
OR  "Receiving Accuracy"  OR  "Dock Door Utilization"  OR  "Receiving Cycle Time"  OR  "Putaway Cost Per Line"  OR  "Putaway Productivity"  OR  
"Putaway Accuracy"  OR  "Labor utilization"  OR  "Equipment Utilization"  OR  "Putaway Cycle Time"  OR  "Storage Productivity"  OR  "Space 
Utilization"  OR  "Inventory Turnover"  OR  "Inventory to Sales Ratio"  OR  "Picking cost"  OR  "Packing Cost"  OR  "Picking Productivity"  OR  "Picking 
Accuracy"  OR  "Picking Cycle Time"  OR  "Order Lead Time"  OR  "Perfect Order Rate"  OR  "Back Order Rate"  OR  "Rate of Return"  OR  "Shrinkage"  
OR  "Cost Per Line"  OR  "Receiving Cycle Time"  OR  "Put Away Cost Per Line"  OR  "accuracy rate"  OR  "Put Away Cycle Time"  OR  "Rate of 
Customer Returns"  OR  "Time Since the Last Accident"  OR  "Time Lost Due to Injury"  OR  "Accidents per Year"  OR  "Receiving Labor Productivity"  
OR  "Cost of Receiving"  OR  "Dock Utilization"  OR  "Putaway Space Utilization"  OR  "Storage Costs"  OR  "Cost of Inventory"  OR  "Cost of Carrying"  
OR  "Storage Productivity"  OR  "Use of Packaging Materials"  OR  "Equipment Dock Utilization"  OR  "Average Time to Customer" )  AND  TITLE-
ABS-KEY ( warehouse  OR  storage  OR  inventory  OR  "distribution center" )   

4,287 

15ႶB 3 

15ႶC 27 

15ႶBႶC 0 

16. TITLE-ABS-KEY ( "smart dock"  OR  "smart yard"  OR  "yard management"  OR  "dock scheduling"  OR  "automated yard"  OR  "automated dock"  
OR  "dock management"  OR  "Trailer management"  OR  "yard activity"  OR  "schedule dock"  OR  "space availability"  OR  "shipper appointment"  
OR  "carrier appointment"  OR  "equipment"  OR  "equipment"  OR  "check-in"  OR  "check-out"  OR  "sealing"  OR  "unsealing"  OR  "RTLS"  OR  
"RFID"  OR  "manage gate"  OR  "dock door"  OR  "shuttle truck" )  AND  TITLE-ABS-KEY ( yard  OR  dock  OR  transportation  OR  transport  OR  
trailer  OR  carrier )   

34,276 

16ႶB 1 

16ႶC 36 

16ႶBႶC 0 

17. TITLE-ABS-KEY ( truck )  AND  TITLE-ABS-KEY ( tachograph  OR  location  OR  "driving time"  OR  "rest time"  OR  "work time"  OR  violation  OR  
refuelling  OR  "fuel consumption"  OR  fluctuation  OR  diversion  OR  deviation  OR  route  OR  "vehicle status"  OR  distance  OR  integration  OR  
messaging  OR  geofencing  OR  "tolls"  OR  "road charges"  OR  "dwelling time"  OR  "motion sensor"  OR  "vehicle unit"  OR  "tachograph card"  
OR  "remote station"  OR  "external devise"  OR  "emissions data"  OR  "digital signature (PKI)"  OR  "domain separation"  OR  "distributed 
processing"  OR  speed  OR  origin  OR  destination  OR  load )   

8,349 

17ႶB 0 

17ႶC 4 

17ႶBႶC 0 

18. TITLE-ABS-KEY ( "last mile"  OR  delivery )  AND  TITLE-ABS-KEY ( handheld  OR  tablet  OR  computer  OR  "Vehicle-Mounted Computers"  OR  
"Wearable Computers"  OR  "RFID Reader"  OR  smartphone  OR  "IoT sensors"  OR  "IQ Imaging"  OR  "Document capture"  OR  "eID reading"  OR  
"Mobile payment"  OR  "Mobile printing"  OR  "ePOD"  OR  "Rugged Mobile" )  AND  ( PUBYEAR  >  1954 )    

36,819 

18ႶB 15 

18ႶC 100 

18ႶBႶC 1 

19. TITLE-ABS-KEY ( "intelligent transport" )  AND  TITLE-ABS-KEY ( "intelligent transport"  OR  "traffic management"  OR  "vehicle navigation"  OR  
"traffic signal control"  OR  "container management system"  OR  "variable message signs"  OR  "automatic number plate recognition"  OR  "speed 
camera"  OR  "CCTV"  OR  "parking guidance"  OR  "Floating car data"  OR  "floating cellular data"  OR  "Vehicle re-identification"  OR  platooning  
OR  "Smartphone-based rich monitoring"  OR  "in-road reflectors"  OR  "Inductive loop"  OR  "Bluetooth detection"  OR  "vehicle detection"  OR  
"traffic sensing"  OR  "eCall"  OR  "public safety answering point"  OR  "SafeTRIP"  OR  "Automatic road enforcement"  OR  "Traffic enforcement 
camera"  OR  "Collision avoidance"  OR  "cat-to-car"  OR  "car-to-infrastructure"  OR  "vehicle charging schemes"  OR  "Automatic parking"  OR  
"Intelligent speed adaptation"  OR  "Scalable Urban Traffic Control"  OR  "Telematics"  OR  "Vehicular communication"  OR  "vehicular network"  
OR  "connected vehicle"  OR  "cooperative intelligent transport"  OR  "C-ITS"  OR  "Trackside Radio technology"  OR  "smart infrastructure"  OR  
"Electronic tolling"  OR  "Electronic signalling"  OR  "Network Model"  OR  "Journey Times"  OR  "current link"  OR  "future link"  OR  "incident 
clearance time"  OR  "return to normal time"  OR  "vehicular network"  OR  "vehicular communication"  OR  "vehicle-to-vehicle"  OR  "Vehicular 
ad hoc networks"  OR  "vehicles-to-infrastructure" )  AND  ( PUBYEAR  >  1954 )    

1,178 

19ႶB 4 

19ႶC 6 

19ႶBႶC 0 

20. TITLE-ABS-KEY ( vehicle  OR  cargo  OR  truck  OR  trailer )  AND  TITLE-ABS-KEY ( "vehicle monitoring"  OR  "vehicle traceability"  OR  "tag 
cloning"  OR  "reply attack"  OR  "database desynchronization"  OR  "tamper-proof tags"  OR  "humidity sensor"  OR  "temperature sensor"  OR  
"GPS"  OR  "cargo tracking"  OR  "container positioning"  OR  "ship positioning"  OR  "short-range communication"  OR  "Passive Tracking"  OR  
"active tracking"  OR  "passive monitoring"  OR  "active monitoring"  OR  "Central tracking server"  OR  "driver console" )  AND  ( PUBYEAR  >  1954 
)  AND  ( DOCTYPE ( ar ) )  AND  ( LIMIT-TO ( SRCTYPE ,  "j" ) )  AND  ( LIMIT-TO ( LANGUAGE ,  "English" )  OR  EXCLUDE ( LANGUAGE ,  "German" )  
OR  EXCLUDE ( LANGUAGE ,  "Chinese" ) ) 

5,169 

20ႶB 1 

20ႶC 16 

20ႶBႶC 0 

21. TITLE-ABS-KEY ( "customs operations"  OR  "customs systems"  OR  "customs data"  OR  "port community system"  OR  "customs inspections"  
OR  "customs clearance"  OR  "import declaration"  OR  "export declaration"  OR  "Single Windows for Trade"  OR  "airport community system"  
OR  "electronic communication in ports"  OR  "Customs declarations"  OR  "Customs responses"  OR  "declarations of dangerous goods"  OR  "single 
window operator"  OR  "Electronic handling of all information regarding import"  OR  "Electronic Way Bill Service"  OR  "berth allocation system"  
OR  "terminal operation system"  OR  "maritime single window"  OR  "certificate of origin"  OR  "cross border data exchange" )  AND  ( PUBYEAR  >  
1954 )    

618 

21ႶB 2 

21ႶC 1 

21ႶBႶC 0 
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22. TITLE-ABS-KEY ( "Customer data protection"  OR  "privacy management"  OR  "Enterprise Privacy Practices"  OR  "customer data storage"  OR  
"customer data management"  OR  "customer's personal information"  OR  "customer personal information"  OR  "social security numbers"  OR  
"data protection" )  AND  ( PUBYEAR  >  1954 )    

4,122 

22ႶB 37 

22ႶC 294 

22ႶBႶC 2 

23. TITLE-ABS-KEY ( "Sales data"  OR  "sales information"  OR  "retail operations data"  OR  "retail operations information"  OR  "Lead data"  OR  
"Account Data"  OR  "Customer Profile"  OR  "client profile"  OR  "buyer profile"  OR  "consumer profile"  OR  "S&OP"  OR  "Predictive Ordering"  
OR  "Cross-Sell Recommendations"  OR  "sentiment analysis to CRM" )  AND  ( PUBYEAR  >  1954 )    

3,325 

23ႶB 1 

23ႶC 5 

23ႶBႶC 0 

S: 1Ⴎ2Ⴎ3Ⴎ4…Ⴎ 23 345,608 

B Ⴖ S 687 

C Ⴖ S 3,025 

BႶC 145 

BႶCႶS 57 

SCႶLႶTႶF 598,813 

BႶ SCႶLႶTႶF 264 

BႶ SCႶLႶTႶF – S 178 

CႶSCႶLႶTႶF 508 

BႶCႶSCႶLႶTႶF 10 

B-S 3,746 

B-C 4,288 

C-B 21,321 

C-S 18,441 

BႶC-S 88 

B-C-S 3,658 

BႶS-C 630 

CႮBႮS 367,707 

BႶCႶS 57 

CႶS-B 2,968 

S-B-C 341,953 

C-S-B 18,353 

57 Articles for B Ⴖ C Ⴖ S (Agyekum et al., 2019; Alotaibi, 2019; H. Cao, Li, Tian, Xu, & Xiao, 2020; Chaintoutis et al., 2019; Deng et al., 2019; Derhab 
et al., 2019a; Ding, Cao, Li, Fan, & Li, 2019; El Ghazouani, El Kiram, & Er-Rajy, 2019; Fernández-Caramés, Blanco-Novoa, Froiz-Míguez, & Fraga-
Lamas, 2019; T M Fernandez-Carames & Fraga-Lamas, 2019; Fraga-Lamas & Fernández-Caramés, 2019; Fu, Zhu, & Gao, 2018; Guan et al., 2019; 
Hang & Kim, 2019; Hristov & Dimitrov, 2019; Isikdag, 2019; Islam & Shin, 2019; Jiang, Fang, & Wang, 2019; Khan & Khan, 2018; Krishnamurthy, 
Rathee, & Jaglan, 2019; Kshetri, 2017b, 2017a; D. Li, Cai, Deng, Yao, & Wang, 2019; Z. Li, Shahidehpour, & Liu, 2018; Liang, Weller, Luo, Zhao, & 
Dong, 2019; Q. Lin, Wang, Pei, & Wang, 2019; H. Liu et al., 2018; Malomo, Rawat, & Garuba, 2018; Mathew, 2019; Mathiyalahan, Manivannan, 
Nagasundaram, & Ezhilarasie, 2018; A Maw, Adepu, & Mathur, 2019; Miloslavskaya, 2018; Miloslavskaya & Tolstoy, 2019; Mohsin, Zaidan, Zaidan, 
Albahri, Albahri, Alsalem, & Mohammed, 2019; Mondal et al., 2019; Naveenkumar & Gaikwad, 2019; Obour Agyekum et al., 2019; Prasad, Mishra, 
& Mishra, 2019; Raban & Hauptman, 2018; Rathore, Wook Kwon, & Park, 2019; Shrotri & Halgaonkar, 2019; Sri Devi & Mohan Kumar, 2019; 
Sudhakaran & Malathy, 2019; Tariq et al., 2019; J. Wang, Wang, Zhou, & Chi, 2017; Y. Wang, Luo, Dong, Tong, & Qiao, 2019; Wei, Wang, Zhao, 
Tyagi, & Kumar, 2020; Xia et al., 2019; Xu, Jin, Rasid, Veeravalli, & Aung, 2018; Xue et al., 2019; Yoon & Kang, 2018; Yu et al., 2019; R. Zhang, Xue, 
& Liu, 2019; Y. Zhang, Deng, Liu, & Zheng, 2018; Zhao et al., 2019; Zheng, Jiang, Hao, Ren, Xiong, & Ren, 2019; Zheng, Jiang, Hao, Ren, Xiong, & 
Zhu, 2019) 

SCOPUS 

(Alfrhan, Alhusain, Alassaf, Alalwi, & Elkhediri, 2019; Ali et al., 2019; Almadhoun, Kadadha, Alhemeiri, Alshehhi, & Salah, 2018; Buldin, Gorodnichev, 
Makhrov, & Denisova, 2018; Capek, 2017; Crompton & Jensen, 2018; Dabbaghjamanesh, Wang, Mehraeen, Zhang, & Kavousi-Fard, 2019; Derhab 
et al., 2019b; Fabiano, 2017; Fan, Li, & Li, 2018; Ferrag et al., 2019; Figueroa, Anorga, Arrizabalaga, Irigoyen, & Monterde, 2019; Hristov & Dimitrov, 
2019; Kendzierskyj & Jahankhani, 2019; Kouzinopoulos et al., 2018; Z. Li et al., 2018; Liang et al., 2019; L. Liu & Xu, 2018; Marcus, 2018; Aung Maw, 
Adepu, & Mathur, 2019; Mendhurwar & Mishra, 2019; Miloslavskaya & Tolstoy, 2019; Mohsin, Zaidan, Zaidan, Albahri, Albahri, Alsalem, & 
Mohammed I, 2019; Mohsin, Zaidan, Zaidan, Albahri, Albahri, Alsalem, & Mohammed, 2019; Mthethwa, Dlamini, & Barbour, 2018; Okai, Feng, & 
Sant, 2018; Olivares-Rojas et al., 2018; Pokrovskaia, 2017; Raban & Hauptman, 2018; Shkodina, Derid, & Zelenko, 2019; Watanabe & Fan, 2019; Y. 
Zhang et al., 2018) 

ISI WoS 
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4.2.2 Association analysis (Contingency tables and Pearson’s chi-square test) 

 
The association analysis is based on contingency tables with Person’s chi-square tests of 
association. It consists in discovering the extent to which the cybersecurity and blockchain 
research associate with specific supply chain functions. In this way, we will understand 
whether such high focus on specific areas of research is statistically significant, or whether it 
is just a homogenous development of the literature. 
 
 
The data extracted in the previous step was plugged into an excel file contingency table, 
model estimations were elaborated, and the Chi-square test performed. The test was based 
on Field (2009). 
The contingency table consists of 23 rows x 3 columns. The 23 rows correspond to the 23 
supply chain functions, while the 3 columns correspond to the cybersecurity, the blockchain, 
and the cybersecurity and blockchain intersecting literatures (See Table 2). 
 
Table 2 shows a chi-square (X2) statistic of 376, higher than the 69.96 threshold with 44 
degrees of freedom; therefore, it is safe to say that the H0 is rejected, and with a confidence 
of 99% can be said that the literature on supply chain functions is associated to the 
cybersecurity and blockchain literatures.  

4.2.2.1 Discussion of the Pearson’s chi-square test’s results  

 
And the most prominent supply chain functions under study in order of importance are: IoTs, 
ERP, Auto-ID, Last-mile PDA, yard & dock management, industrial design systems, and other 
functions. 
 
The cybersecurity literature seems to be aligned to the main supply chain functions referred 
to above. In addition, functions such as production cockpits and the Auto-ID data receive 
considerably more attention in the cybersecurity literature than what the model predicts. On 
the other hand, contrary to what was expected by the model, the cybersecurity literature 
pays much less attention to commercial transactions data.  
 
The supply chain function with more attention in the cybersecurity literature is the IoT data 
and systems; this is not surprising according to the model prediction, because it is also the 
most common supply chain function in the literature. 
 
The blockchain literature, contrary to what the model predicts, seems to be less aligned to 
the main supply chain functions, and consequently also to the cybersecurity literature. For 
instance, contrary to what happens in the cybersecurity literature, the blockchain research 
pays considerably more attention to commercial transactions data that expected, as well as 
the internet of things.  
 
The literature on the intersection between cybersecurity and blockchain, concentrates also 
more than expected on the protection of commercial transactions data and IoT systems, and 
less than expected in the protection of Auto-ID data and systems, and customer data. 



Table 2 Pearson’s chi-square of association between supply chain, blockchain and cybersecurity literature (up to January 2020)1 
      

PEARSON'S X2 TEST 

QUERIES # Articles Observed data1 

Model = 

(Row Total i x Column 

Total j ) / n 

(Observed - Model)2  /    
Model 

  
 

C - B B - C CႶB Total C - B B - 
C 

CႶB C - B B - C CႶB 

1.MARKET DATA 18,973 65 15 0 80 59 13 1 0.61 0.49 1.13 
2.ORDER PLACEMENT DATA 553 0 0 0 0       
3.CONTRACTUAL DATA 862 0 2 0 2 1 0 0 1.48 9.08 0.03 
4.COMMERCIAL TRANSACTIONS DATA 2,946 19 35 4 58 43 9 1 13.23 73.95 12.29 
5.PRODUCTION COCKPITS 13,935 348 16 5 369 272 58 5 21.09 30.22 0.01 
6.FACILITY ACCESS CONTROLS 167 10 0 0 10 7 2 0 0.93 1.57 0.14 
7.INDUSTRIAL DESIGNS 31,763 38 8 1 47 35 7 1 0.32 0.06 0.17 
8.INTERNET OF THINGS 62,142 1,649 502 45 2196 1,620 344 31 0.51 72.69 6.20 
9.INVENTORY MANAGEMENT 1,487 1 1 1 3 2 0 0 0.67 0.60 21.57 
10.MANAGEMENT DATA 17,453 106 3 1 110 81 17 2 7.61 11.75 0.20 
11.ERPS 61,997 83 9 1 93 69 15 1 3.02 2.13 0.08 
12.SKU AUTO-ID DATA 37,993 444 40 4 488 360 76 7 19.59 17.36 1.23 
13.RECEIVING AND PUTAWAY SYSTEMS 856 2 0 0 2 1 0 0 0.19 0.31 0.03 
14.SHIPPING DATA 10,470 12 3 0 15 11 2 0 0.08 0.18 0.21 
15.WAREHOUSE KPIS DATA 4,287 27 3 0 30 22 5 0 1.07 0.61 0.43 
16.YARD & DOCK MANAGEMENT SYSTEMS 34,276 36 1 0 37 27 6 1 2.77 3.97 0.52 
17.TRUCKING DATA 8,349 4 0 0 4 3 1 0 0.37 0.63 0.06 
18.LAST MILE PDA SYSTEMS 36,819 99 14 1 114 84 18 2 2.64 0.83 0.23 
19.INTELLIGENT TRANSPORT SYSTEMS 1,178 6 4 0 10 7 2 0 0.26 3.78 0.14 
20.SHIPMENT MONITORING AND TRACEABILITY 5,169 16 1 0 17 13 3 0 0.95 1.04 0.24 
21.CUSTOMS OPERATIONS AND DATA 618 1 2 0 3 2 0 0 0.67 4.98 0.04 
22.CUSTOMER DATA 4,122 292 35 2 329 243 52 5 10.00 5.30 1.52 
23.SALES AND OPERATIONS DATA 3,325 5 1 0 6 4 1 0 0.07 0.00 0.09 

TOTAL (1-23) 345,608 2968 630 57 4023 
 

   X2 376 
1     C - B Cybersecurity - blockchain articles    Df 44 

B - C Blockchain - cybersecurity articles 
   

P.05 61.66 
C Ⴖ B Cybersecurity and blockchain intersection articles 

 
p.01 69.96 

1 Scientific Journal Articles indexed in SCOPUS from 1955 to January 2020.  
Source: Own elaboration 



4.2.3 Requirements specifications analysis 

 

4.2.3.1 Specifications 

The cyber secure distributed ledger will provide the domain knowledge classified by supply 
chain function (i.e. supply & trading, manufacturing and production, inventory management, 
warehousing, distribution, and retailing, etc.) accompanied by definitions of the concepts. 
 
 

4.2.3.2 Scope 

The distributed ledger will be aimed at establishing sustainable cybersecurity solutions 
encompassing as many supply chain functions as discussed in the scientific literature. The 
main reasons for cybersecure distributed ledgers are: as many supply chain functions as 
possible should be tightened to avoid threats migration to unsecured supply chain functions; 
supply chain risks management requires system-wide risk-based approaches for effective 
threat deterrence; solutions should address the requirements of supply chain actors; it should 
provide trust amongst supply chain actors to encourage information exchange and 
transactions to occur; a simulated environment should be seen as a secure place for 
standardizing procedures and an aid for easy transitioning to real operational environments. 
 

4.2.3.3 Cybersecurity and blockchain solutions 

The tables below capture cyber risks, cybersecurity solutions, and blockchain solutions used 
as references to identify, classify and specify requirements for a cybersecure distributed 
ledger. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Table 3 Exemplar papers on blockchain and cybersecurity by supply chain function 

Supply chain and logistical functions Exemplar cyber risks Exemplar cyber security solutions Exemplar blockchain / DLT solutions 

Supply and trading Market data Compromising energy supply demand sensors to 
induce false real-time power market data (Xie, Mo, & 
Sinopoli, 2011) 

Public key infrastructures trusted computing, and reliable and 
secure state estimation in Energy Management Centers 
(Esmalifalak, Shi, Han, & Song, 2013) 

Geographically blockchain-based distributed meters/sensors form 
a distributed meter-node network, in which  each meter/sensor 
acts as a node that need to be in consensus with the network in 
order to modify and communicate data (Liang et al., 2019) 

  Deliberate misuse, provision of, or injection of false 
asset value in the insurance market (Biener, Eling, & 
Wirfs, 2015) 

ISO 27001’s Cryptographic controls, Protection from 
malware, Backups, and other 20 Critical Security Sub-Controls 
(Woods, Agrafiotis, Nurse, & Creese, 2017) 

MIStore blockchain-based decentralization, tamper-resistance 
record-nodes to verify publicly verifiable data, including insurers 
market data (Lijing Zhou, Wang, & Sun, 2018)  

Order placement data Travellers risk of extraction of information from their 
mobile devises or mobile cloud computing using hotels 
free connectivity, disclosing the traveller  purchase 
orders placement disclosing the traveller buying 
behaviour and the sellers’ deals data such as prices, 
quantity, etc. (Defranco & Morosan, 2017; Y. Li, Dai, 
Ming, & Qiu, 2016) 

Cloud-based risk management framework to verify that apps 
requesting information to mobile devises will not extract 
sensitive data, or to prevent over-collection of data, which 
may be cross referenced in unauthorised ways (Y. Li et al., 
2016) 

Could-based Mobile Resource Management (MRM) aided with a 
Secure blockchain-based Authentication Management human-
centric Scheme (SAMS). SAMS creates and connects blocks to 
achieve reliability among the mobile  devices in the MRM 
infrastructure, and it authenticates the resources of the mobile 
devices (Kim & Jeong, 2018) 

 
Contractual data Cyber exposure risk of Real-estate purchase process: 

housing assessment, collection of documents, 
conclusion of the preliminary contract, conclusion of 
the main contract, transfer of money, and registration 
(Mani, Raymond Choo, & Mubarak, 2014; Mehendale, 
Masurekar, & Patil, 2019) 

Australia’s survey showed employees own devises (BYOD) 
controlled by the real estate company with password 
protection, antivirus software remote wiping apps (Mani, 
Heravi, Raymond, & Mubarak, 2015). 

Automating away the work now done by auditors with the 
insertion of distributed ledger technologies for verification and 
proof of assets values, financial transfers, tenants data, assets 
histories, transfer of assets/building ownerships, etc. (Veuger, 
2018). 

 
Transactions data Supply chain compromised as it is hard to know the 

origin of 30% of FDA inspected drugstores sold 
substandard/spurious/ falsely-
labelled/falsified/counterfeit (SSFFC) drugs (Babar, 
2017) 

Integration of mobile technology with RFID tags and machine 
learning computational solutions  

Consumer-driven Traceability and Certificate of Product 
Registration checking and initiation of D-PUNCH investigations on 
mitigating the counterfeiting issue (Sylim, Liu, Marcelo, & Fontelo, 
2018) 

Manufacturing, 
production, and 
processing. 

Production and 
operations cockpits 

Cyber-physical systems (CPS) based on supervisory 
control and data acquisition (SCADA) may be exposed 
with system commands and information can be 
modified, sniffed, lost, or spoofed during 
communication because the reliance on cloud 
communication. Also some SCADA systems using 
Modbus/TCP, IEC 40, and DNP3, may lack protection 
(Sajid, Abbas, & Saleem, 2016)  

Close time out connections, TCP/IP fix, software patching, 
encryption, access controls by design, tamper-resistant 
components, wearable security devise, key scheduling, 
distance bounding, etc. (Humayed, Lin, Li, & Luo, 2017) 

Random Subspace Learning (RSL) and K-Nearest Neighbour (KNN) 
to defend against the forged commands, which target the 
industrial control processes, and (b) a Blockchain-based Integrity 
Checking System (BICS), which can prevent the misrouting attacks, 
which tampers with the OpenFlow rules of the SDN-enabled 
industrial IoT systems (Derhab et al., 2019b). Another solution 
described the use of Ethereum blockchain (ICS-BlockOpS) to 
enhance data security with immutability and redundancy (A Maw 
et al., 2019).  

Facility access 
controls 

Stolen or forged passwords, PINs, smart cards, 
minidevices, fingerprints, voice, RFID batches, etc. (Yari 
Borbon-Galvez, 2013; Teh, Teoh, & Yue, 2013) 

Keystroke authentication systems, (Teh et al., 2013). Markov 
models for movement detection from physical access logs 
(Cheh, Chen, Temple, & Sanders, 2017). 
XACML access control policy language with two-way 
communication for request/response; XML Access control 

Access control application based on Hyperledger Fabric 
Blockchain and Hyperledger Composer to control access to 
physical places (Rouhani, Pourheidari, & Deters, 2018)  
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language (XACL); Adaptable and Programmable Policy 
Environment and Language (APPEL); Platform for Privacy 
Preferences (P3P); Enterprise Privacy Authorization Language 
(EPAL) (Atlam, Alassafi, Alenezi, Walters, & Wills, 2018) 
Use of inter-domain access control model and an access 
control policy verification approach for collaborative cyber-
physical spaces (Y. Cao, Huang, Ke, Xie, & Wang, 2019).  

Industrial designs The large contribution of IoT to the Virtual Engineering 
Object/Virtual Engineering Process throughout Cyper 
Physical Systems for Industry 4.0, allows among other 
things Real-time representation of production; 
visualizing flows of information, material, and 
knowledge in the factory, not only physical 
representation; and Virtual production planning by 
coupling of production process and product models 
(Sanin et al., 2019; Shafiq, Sanin, Szczerbicki, & Toro, 
2015) 

Token-based identification, authentication, 
authorization and accountability functionalities (Afolaranmi 
et al., 2017). There are also solutions like public key 
infrastructure (PKI), transport layer security (TLS) for online 
interaction and secure multipurpose internet mail extensions 
(S/MIME) for offline communication (e-mail), as well as a 
certificate server, integrated with a LDAP (Lightweight 
Directory Access Protocol) server (Rouibah & Ould-Ali, 2007). 

Geographical distribution characteristics of Virtual engineering 
(cyber industrial designs) by adopting may be uploaded onto the 
Distributed Ledger/ Blockchain technologies, for tracking and 
managing requirements traceability metrics, with a digital 
passport that proves its authenticity and origin, thereby creating 
a secure auditable record of its changes (Ncube & Lim, 2018). 

 
IoT systems and data Increased complexity to assure access control 

mechanism and authenticate IoT object based on 
spanning communications/ networking, platform/data 
management, and application/service levels 
(Miorandi, Sicari, De Pellegrini, & Chlamtac, 2012). 
Further, there are additional known security threats 
like: node capture; malicious code injection; false data 
injection; replay/freshness; cryptanalysis; side 
channel; eavesdropping and interference; sleep 
deprivation; DoS attacks; spoofing; sinkhole; 
wormhole; man in the middle; routing information; 
sybil; unauthorised access; phishing; virus; malicious 
scripts (J. Lin et al., 2017). There are security 
requirements like continuity, integrity of IoTs, no 
propagation in smart factories, and confidentiality 
(Sadeghi, Wachsmann, & Waidner, 2015). 
For instance, IoT devices are vulnerable to DDoS 
attacks, hacking, data theft, and remote hijacking.  
Criminals might also hack the system and misuse 
sensors data (Kshetri, 2017b).  

Authentication with cross-platform communications with 
encryption, signature, and like Datagram Transport Layer 
Security (DTLS) protocol. Confidentiality and Integrity with 
Key Management Systems like XOR for Wireless Sensors 
Network. For Access Controls there is a Capability Based 
Access Control (Cap-BAC) where the user has to present 
his/her authorization capability (and demonstrate he/she is 
the owner of it) to the service provider. Privacy through 
Attribute-Based Signature (ABS) scheme named ePASS, 
where legitimate signers remain anonymous and are 
indistinguishable among all users whose attributes satisfy the 
policy, which provides attribute privacy for the users. Trust 
through Fuzzy approach to the Trust Based Access Control 
(FTBAC) framework scoring experience, knowledge and 
recommendations. Enforcement of order, security and 
consistency through Policy Enforcement Points for IoT 
obligations. Mobile security of IoT with RFID based on 
Electronic Product Codes.  

Public-key cryptosystems; hash algorithms; private and 
consortium blockchains with limited number of participants and 
thus of exposure; distributed data for availability round the clock 
under faulty nodes.  (Tiago M Fernandez-Carames & Fraga-Lamas, 
2019). 
Sharding to prevent IoT network saturation.(Tiago M Fernandez-
Carames & Fraga-Lamas, 2019) 
Access controls with Proof of Work (PoW) and dynamic 
passwords; network security with PoW and dynamic verification; 
privacy with asymmetric encryption, Hash, and Merkle Root (Wan, 
Li, Imran, & Li, 2019). 
Data privacy with symmetric encryption algorithm to implement a 
data authority management method, encrypts sensor data before 
storing in blockchain. And just those with the secret key can 
decrypt and get sensor data (Huang et al., 2019). 
  

Inventory 
management 

Inventory data Intelligent Electronic Devises (IED) based Industrial 
Control Systems (ICS) for inventory management 
include: network communication failures; 
unauthorized device operates ICS/SCADA command; 
failed remote or local logins; default passwords; 
dangerous ICS/SCADA DNP3 function code sent; 

Network security monitoring (NSM) systems (Wallace & 
Proctor, 2018). Integrity, authenticity, availability, 
confidentiality, intraceability, non-repudiation, and access 
controls may be achieved with homomorphic aggregate 
signature scheme for RFID networks (Chamekh, Hamdi, & 
Asmi, 2017). 

Smart contracts to avoid overbooking of inventory management 
systems and devises with permissioned blockchain within the 
closed network (Cole, Stevenson, & Aitken, 2019). IoT compliant 
blockchain with IEEE P1931.1 Real-Time Onsite Operations 
Facilitation (ROOF) may increase IoT security, grand public or 
semi-public access to data, guarantee data access, automated 
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Malformed ICS protocol packet sent; anomalous utility 
operator activities (Wallace & Proctor, 2018) 

communication, secure share of augmented/virtual reality data, 
coordinate air routes for unmanned aerial vehicles (UAVs) for 
automated inventory management (Fernández-Caramés et al., 
2019). 
In a distributed storage environment, optimization largely 
depends on rewarding each storage location (node) according to 
rulesets. There are algorithms designed to incentivise 
cooperation, node activity, capacity allocation, and so on 
(Skowroński, 2019).   

Management data Issues with management processes and data on the 
cloud include vendor privileged user access, regulatory 
compliance data location, data segregation, data 
recovery, investigative support, long-term viability, 
and cloud phishing (Samanthula, Elmehdwi, Howser, & 
Madria, 2015). 

Security Assertion Markup Language (SAML), Web Services 
Trust (WS-Trust), and XACML. Within these robust security 
definition languages, the XACML Role-based access control 
(RBAC) (Coyne & Weil, 2008).  

P2P and smart contract based distributed resource management 
and resource billing, used to ensure the safe, reliable, and efficient 
use of sensors and data (Y. Q. Li, 2018). Consortium blockchain for 
preauthorised access controls and trustworthiness of the 
management data security (L Zhou, Wang, Cui, & Xing, 2018) 

Warehousing Enterprise Resource 
Planning systems 

Escalation of impact with security risk events in a single 
business function interconnected with the ERP 
(Berchet & Habchi, 2005). Moreover, the uptake of the 
cloud ERP adds loss of data controls and higher 
complexity for the control of the business functions 
(Abd Elmonem, Nasr, & Geith, 2016). Software as a 
Service (SaaS) ERPs have additional security gaps such 
as: confidentiality and privacy of customer data; 
integrity of the provider, absence of alternative 
arrangements during service disruptions, and inability 
vendors to manage network security (Seethamraju, 
2015). 

Stringent Service Level Agreements (SLAs), Security Standards 
Enforceability, stringent access restrictions policies, 
encryption mechanisms for data transmission (Saa, Moscoso-
Zea, Costales, & Lujan-Mora, 2017). Additional cyber security 
measures include: IT security frameworks; physical security 
controls to servers; local machines protection; 
authentication; security compliance policies; authorization, 
cloud ERP security practices; data security practices; security 
audits; disaster recovery planning (Maheshwari & Sharma, 
2015).   

The nature of ERP is collection, centralization and control of 
multiple distributed business functions of an organization, and if a 
node in the ERP fails, the whole system malfunctions, blockchain 
corrects it by not allowing centralized malicious or unintentional 
modification of a node to affect the whole system (Azzi, Chamoun, 
& Sokhn, 2019). 
Blockchain may be interface with Edge computing for storing 
sensors data by encryption of data, sent to edge nodes, the has 
for encrypted data is stored in the blockchain, the edge node 
requires the hash deposited in the blockchain, to decrypt the data 
and process it for its edge ERP functions, the hash extracted from 
the blockchain matches the data of the edge node and decrypts it 
and processe it for the edge node operations (Sittón-Candanedo, 
Alonso, Corchado, Rodríguez-González, & Casado-Vara, 2019)  

SKU automatic ID 
systems 

1D and 2D codes requires intervention of humans, and 
protection against theft is not assured; RFIDs with 
transponders, control software, readers, and 
middleware, to read, transmit, and store data are 
subject to tampering (Neustupa, Danel, Staša, Beneš, & 
Svub, 2015). 

Secure structures for communication libraries; Distributed 
data storage components; control systems for multiple 
business functions and processes based on a Decision Support 
System (DSS) (Monsreal, Mario; Borbon-Galvez, 2012). 

RFID linked to blockchain allows real-time mutual reconciliation of 
inventory data with accountancy data. Additionally, RFID, 
Autonomous Organisms like drones, and blockchain could create 
a Decentralized database (OrbitDB) over Inter Planetary File 
System (IPFS) in a P2P network using Ethereum and smart 
contracts to automate some inventory and traceability processes 
(Fernández-Caramés et al., 2019).  
The blockchain interfaces with third party certifiers of auto ID 
terminals, to authenticate the terminal will not issue face auto ID 
sensors data over (Mondal et al., 2019) 
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Shipping data 3  and 

customs 

Document fraud; (Triepels, Daniels, & Feelders, 2018); 
lack of data aggregation for cross validation of 
shipment data at customs (Segers, Ubacht, Rukanova, 
& Tan, 2019) 

Multi-method Threat and Vulnerability Analysis Suite of 
services and components (IT tools) from both public 
authorities and business perspectives in support of End-to-
end Supply Chain Security to develop configurable and 
interconnected services to address their risk assessment 
needs. Components developed for Authorities based on the 
services of the “MTVA Suite”. Through these components, 
Customs and other Authorities are able to advance their 
threat and vulnerability analysis capacity (European Shippers 
Council, 2018; Triepels et al., 2018). 

MediLedger’s blockchain storing data on separate nodes or CPUs, 
to inhibiting data manipulation by unauthorized parities (Chang, 
Iakovou, & Shi, 2019). Highly relevant challenge potentially 
addressed with blockchain, it is that of WCO’s ‘single window’ 
inability to deliver data thought a real single window rather than 
through additional layers of information systems to those already 
existing in customs agencies. In addition, there is difficulty to 
integrate around a ‘single windows’ all stakeholders, i.e. 
governmental authorities, agencies, and trading communities. 
Blockchain can coordinate agencies and organizations, procedures 
and data requirements, into a coherent and simplified automation 
system (Chang et al., 2019). 

 Warehouse KPI data    
 

Yard & dock 
management 

Based on the Antwerp container terminal system, 
hackers controlled the movement, location, and yard 
allocation, and truck allocation to their drug trafficking 
truckers (Bateman, 2013).  

  

Distribution Trucking data Truck data can be accessed remotely though smart 
tachographs, and thus exposes personal, localization, 
and behavioural information. There are threats to data 
integrity through unauthorised modification of 
vehicle’s motion data exchanged between the motion 
sensor (MS) and the vehicle unit (VU), data exchanged 
between VU and tachograph cards; data exchanged 
between VU and remote stations, e.g. remote control 
station; data stored in the VU and the tachograph 
cards; data output (print, display or download); and of 
hardware, firmware or software of the VU. Data 
authenticity threats include connection of rogue 
devices (motion sensor, smart cards, external device) 
to the vehicle unit and impersonation of the vehicle 
unit or motion sensor when sending data to a remote 
control station. Availability threats may happen if 
tampering with software or hardware of sensors in 
vehicles. Confidentiality threats may include 
unauthorised access to user data retrieved from 
vehicle or smart card. It is famous the tampering of 
VW’s software for emissions data according to 

Digital signatures (PKI); Domain separation; Distributed 
processing; Privacy Enhancing Technologies (PETs) (Sel & 
Karaklajic, 2014).  

Blockchain based double-layer technology inRScoin, with RSA 
digital signature scheme based on zero-knowledge proof (Y. R. 
Chen, Sha, & Zhou, 2019). 

                                                      
3 See Oracle for TMS with blockchain and cold chain https://www.oracle.com/applications/supply-chain-management/what-is-transportation-management-system.html 



SECURED BY BLOCKCHAIN D1 – LIUC UNIVERSITÀ CARLO CATTANEO  -  20.01.2020 - ITALY 
 
 

Page 30 of 54 

investigations by EPA and JRC, Ispra (Schiermeier, 
2015; Sel & Karaklajic, 2014). 

 Last-mile PDA 
systems 

   

 Intelligent Transport 
Systems controls 

Nodes feeding the vehicular network with false 
information, or extracting information from the nodes 
regarding vehicular communications messages, 
location and transactions of vehicles, cross-checking 
sensitive information about drivers, and assets in 
freight; vehicles, processors, and sensors compromised 
by cyber-attacks, turning vehicles into threats to the 
vehicular communication system (Papadimitratos et 
al., 2007).  

Security solutions to threats to ITS. Availability: Bit 
commitment and signature, frequency hopping, 
authentication & non-repudiation, digital signatures. 
Identification and authenticity: digital certification and zero 
knowledge, central validation authority, timestamps. 
Confidentiality and privacy: encryption and variable MAC and 
IP address. Integrity and data trust: group key management. 
Non-repudiation and accountability: trusted hardware and 
only authorised modifications (Ben Hamida, Noura, & Znaidi, 
2015).  

Vehicular ad hoc networks (VANETs) responsible for cooperating 
traffic data among on-board units (OBUs) equipped with vehicles 
through vehicle-to-vehicle (V2V) communication and 
collaborating between OBUs and roadside units (RSUs) through 
vehicles-to-infrastructure (V2I) communication. The security and 
privacy challenges addressed include: authentication, integrity 
and correctness, non-repudiation, privacy, efficiency. The 
blockchain consensus is the Proof-of-Event (PoE) algorithm among 
passing vehicles. Security could be reached with lightweight 
dynamic PKI-based key distribution protocol for VANETs. Privacy 
could use Public Keys as pseudonyms (Decoster & Billard, 2018; 
Kiktenko et al., 2018)   

Traceability Usual challenges include: tag cloning; replay attacks; 
database desynchronization; Attacks on: the tag; the 
reader; the communication between tag and the 
reader; against the key; user privacy; location privacy; 
against the key; against implementation; 
disassembling the tag (Dimitriou, 2005).  

Wireless Mesh Network for authentication, data integrity, 
and confidentiality, with cryptographic primitives, i.e. digital 
signature, message authentication code, and encryption (Sun, 
Zhang, Zhang, & Fang, 2011), 
BigchainDB allows decentralized control; Immutability; asset-
issuance permission; asset-transfer permission; Also 
emphasize throughput; nodes only store subsets of all data 
(Tian, 2017).   

Use of devices to link assets to the blockchain, like WaBi and 
Waltonchain; tamper-proof tags by using physically unclonable 
functions (PUF), i.e. circuits that can generate a unique identifier 
for each chip due to the intrinsic variability of the fabrication 
process (Aniello et al., 2019). Hyperledger Sawtooth for 
traceability and provenance data enabled with IoTs (Hyperledger 
Sawtooth, 2017). 

 Port community 
systems 

 Port Community System (PCSs) with permission-based 
discretionary access control (DAC), role-based access control 
(RBAC), attribute-based access control (ABAC), modular 
access control model (MACM) (Berger, Maeder, 
Nguempnang, Sohr, & Rubio-Medrano, 2019). 

Blockchain based PCSs with Identification, Authentication, and 
Authorization processes (Hofman, Spek, & Brewster, 2017). 
Maersk Trade Data acquisition by IBM in 2004 (MH&L (Material 
Handling & Logistics), 2004) enabled in 2016 the integration of 
blockchain and cloud-based technologies (TradeLens) in 
collaboration with DuPont, Dow Chemical, Tetra Pak, Port 
Houston, Rotterdam Port Community System Portbase, the 
Customs Administration of the Netherlands, U.S. Customs and 
Border Protection (“Maersk and IBM Introduce TradeLens 
Blockchain Global Shipping Solution - Supply Chain 24/7,” 2018; 
TradeLens, 2018). 

Retailing Customer, sales, and 
operations data 

Customer data protection becomes harder in 
distributed environments, because distributed systems 
rest on data replication, no matter the location of the 
nodes of the distributed systems. Thus, data travels, is 
modified, accessed, and replicated ubiquitously. The 
challenge is to enforce restrictions to changes by the 
content originators/owners, and privacy and auditing 

Legacy applications; resource monitor; privacy management; 
policy evaluation engine; obligations engine based Platform 
for Enterprise Privacy Practices. TDR masks a given table to 
satisfy a broad range of anonymity requirements without 
sacrificing significantly the usefulness to classification 

In a SmartGrid context, developments for customer data 
protection includes Cryptographic keys, violation timestamps, for 
reliable customer data storage and management, the incentive of 
the energy supplier and smart meters is that customer data is also 
monitored by the customer to interact with the energy market 
(Gao et al., 2018). 
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regulations where data is stored and managed 
(Squicciarini, Petracca, & Bertino, 2013).  

Sales & operations 
data 

The challenges to sales and operations data is 
elevating, due to the abandonment of traditional 
operating paradigm of shop-floor control system like 
material requirement planning (MRP), enterprise 
resource planning (ERP), master production scheduling 
(MPS), reorder point system (RPS), sales and 
operations planning (S&OP). The challenges now 
correspond to coordinated systems with all planning 
and operation modules embedded into them. This 
concept is referred as Manufacturing Execution System 
in the digital manufacturing paradigm. 

All the corresponding to supply and trading, manufacturing, 
production and warehousing. 

All the corresponding to supply and trading, manufacturing, 
production and warehousing. 



Table 4 Exemplar papers on blockchain and cyber security in the Food Supply Chain 

Supply chain and logistical 
functions 

Exemplar cyber risks Exemplar cyber security solutions Exemplar blockchain / DLT solutions 

Supply 
&Trading 
  

Market data ➢ Incompatibility between company resources and 
demand sides (K Leng et al,2018) 

➢ Risks of illegal operation of public service platform, 
false publication of information about demand and 
supply of agricultural commercial resources and 
malicious breach of contract due to Public service 
platform (a decentralized intermediary 
organization)(K.Leng et al ,2018) 

➢ Risk of leakage of information or information 
asymmetry in the traditional transaction process 
ddue to the centralized storage of 
information,(D.Mao,et al,2019) 

➢ Technologies such as internet of services (IoS), 
internet of things (IoT) and cloud computing 
(CC) to manage the demand-supply variations, 
stringent food safety (Wang & Yue,2017; 
Verdouw, Beulens, Reijers, & van der Vorst, 
2015) 

➢ In addition to serving  the functions of a traceability 
system, a blockchain can be used as a marketing tool, 
based on transparency (Iansiti & Lakhani, 2017) and  
improvement a company’s image and reputation 
(Fombrun, 1996; Carter & Rogers, 2008), boost loyalty 
among existing customers  (Pizzuti & Mirabelli, 2015) and 
attract new ones (Svensson, 2009) 

➢ Adaptive rent-seeking and matching between supply and 
demand of esources by decentralized collective 
maintenance and consensus mechanisms and Intelligent 
contract  (k.Leng et al ,2018) 

Contractual& 
financial data 

➢ Risks including  late payments for perishable food 
products, last-minute order cancellations, and 
unilateral or retroactive changes to contracts leads 
inefficient transactions due to complexity  
(Falkowski, J et al ,2017) ,(Dianhui Mao et al,2018),  

➢ Agri Ledger is a blockchain application 
designed to help farmers retain a bigger share 
of their crop value by creating the world’s 
largest communication network of small 
farmers and cooperatives (AgriLedger, 2017)  

➢ Farm Share is a promising application of 
blockchain technology that facilitates token‐
based equity shares, distributed consensus, 
and automated governance to foster greater 
community‐to‐farm‐to‐community 
engagement (Bodell, 2015)  

➢ Proposes a novel food trading system with consortium 
blockchain (FTSCON) to improve trust and security issues 
in transactions (Dianhui Mao et al,2018). 

➢ Smart contract enabled services on BT can assist the 
stakeholders in eliminating unnecessary human 
interventions which lead to payment delays..(ss.kamble,et 
al,2019) 

Manufacturin
g, production, 
and 
processing. 

IoT systems 
and data 

➢ Data inaccuracies due to errors or malicious intent at 
the manufacture tage(Malik.S,2018). 

➢ Social Engineering: Due to our human necessities, 
the most protected system can be breached through 
social engineering - also known as the hacking of 
people (K. Krombholz et al,2015). It must be noticed, 
that cybersecurity isn’t just about technological 
cyber defenses: people must be also considered 
when tackling this problem 

➢ Ransomware: Ransomware has become a ignificant 
threat to any business and individuals worldwide. 
Attackers can use any form of ransomware to 
encrypt farm and famers data,rendering them 
unreadable until a ransom is paid( X. Luo and Q. Liao 
,2009) 

➢ The security mechanisms that can help to 
prevent a supply chain exposure and attack 
are: security awareness, control access 
through authentication mechanisms, 
cryptographic processes using, (Bita ,2018). 

➢ Technology innovators in the cooperative agricultural 
sector imagine further steps on the road to common 
wealth production. this visionary model involves the 
decentralization of farming to the household level 
through the utilization of blockchain‐enabled smartgrids 
(Swan, 2015a). An example of a blockchain smartgrid in 
food production would be a community of individuals 
growing food at homes and businesses networked via a 
blockchain application. Each member in a blockchain farm 
smartgrid would use a portable hydroponic unit to grow 
food for both their own and community consumption 

➢ In January 2018, the World Wildlife Foundation (WWF) 
announced the Blockchain SupplyChain Traceability 
Project (WWF 2018), to eliminate illegal tuna fishing by 
means of blockchain. Through the project, fishermen can 
register their catch on the blockchain through RFID e-



SECURED BY BLOCKCHAIN D1 – LIUC UNIVERSITÀ CARLO CATTANEO  -  20.01.2020 - ITALY 
 
 

Page 33 of 54 

➢  Denial of Service (DoS):Since a large number of 
nodes and groups exist in IoT,this may result in 
denial of service (DoS) attacks. The purpose of the 
DoS is to disable the system making it useless. This 
can be accomplished by a device that broadcasts 
signals used for malicious purposes and can disrupt 
or block the working IoT devices.  

➢ Cyber-Espionage, Agroterrorism, Confidential 
Information and intellectual property (J. Olcott 
,2016) 

➢ Supply chain: Security vulnerabilities can be 
identified in the supplier, which is vulnerable to 
phishing attacks and the stolen of privileged 
credentials, resulting in mass data exposure. 

tagging and scanning fish. Traceability of tuna is also the 
focus of Balfegό (Balfegό Group 2017).  

➢ Blockchain could even be used to make agricultural 
robotic swarm operations more secure, autonomous and 
flexible  

Inventory 
management 

Management 
storage data 

➢  ➢ Using Internet of things (IoT) equipment allows 
information about received products to be 
easily obtained. In fact, wireless sensors and 
monitoring equipment allow real-time storage 
information about a product (e.g., quantity, 
category, temperature, humidity, storage 
time) to be checked and updated in both the 
product’s profile and its tag. This system can 
also help an enterprise to fulfil its dynamic 
storage management requirements (Heinen, 
2017).  

➢  

➢ Processing enterprises can read and enter new data into a 
product’s profile by, for example, scanning its tag. The 
information may include processing environment (e.g., 
temperature control,disinfection, processing equipment); 
additives used and relevant staff (Crossey, 2017). In 
addition, new tags can be attached to end-product 
packages(J.F.Galvez,2018) 

 Storage  
 

➢ Since these agri-foods are highly perishable, their 
requirements for the temperature and humidity of 
the environment in logistics process are very 
rigorous. However, in reality, due to the backward 
agri-food logistics system, the agri-food loss ratio is 
up to 25% to 30% per year in China. At the same 
time, in the developed countries in Europe and 
America, their agri-food loss ratio is normally less 
than 3%(Zhang,H,2011) 

➢ The application of nanotechnology in different 
areas of food packaging and development of 
intelligent packaging (IP). By intelligent 
containers, it is possible to monitor and 
provide information of the condition of food, 
packaging, or the environment. (Fuertes,et 
al.,2016) 

➢  
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Distribution Yard & dock 
management 
 

➢  ➢ Inventories can be reproduced in real time due 
to the full digitization. This includes the 
automation of certain processes, such as 
customs clearance (Tian.F, 2016 ) 

➢  

 Traceability ➢ IOT security problems (Mao .D,2018) ➢ Propose the RFlD-based logistics tracking and 
tracing model(Li, M.B., .lin, Z.X., & Chen, C)  

➢ During the 2008 Beijing Olympic Games, RFTD 
technology had been used for tracking and 
monitoring the Olympic food(Liu et aI., 2012). 

➢ A concept using radio frequency identification 
(RFID) has been proposed .This solution uses 
RFID tags to track products along the 
distribution chain. It also digitizes the recording 
of data and changes the method of 
identification to individual products instead of 
batches (Bibi, F ,2017) 

➢ Wang et al (2010) proposed a rule-based 
decision 
support system to fulfill the real-time 
monitoring of agri-food 
products during their distribution process. 
Based on the 
information transmitted by sensor-RFID 
equipment from the 
refrigerated containers 

➢ In the first quarter of 2017, Walmart implemented a pilot 
test of blockchain technology co-developed by IBM to 
track mango in the US and pork in China (IBM, 2017) 

➢  
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 Intelligent 
Transport 
Systems 
controls 

➢ communication protocols risks &transaction of 
information risks 

➢ Setting temperature and humidity sensors in 
different temperature areas of refrigerated 
containers, using vehicle-mounted wireless 
networks and computers, can establish a 
monitoring system. Real-time environmental 
data for products including temperature and 
humidity can thus be added to digital profiles 
and tags at regular intervals. An alarm will be 
immediately raised if the temperature or 
humidity exceeds the security standard , Also, 
by using GPS technology, a distribution center 
can implement vehicle positioning for each 
refrigerated truck and optimize its route to 
shorten delivery times (Filiba, 2017) 

➢ Excepting RFID & blockchain, there are many other 
technologies which can be comprehensively used in this 
traceability system, such as WSN, GPS, and GIS, etc. For 
example, GIS can be used together with RFID to control 
and track the production of the plants. Meanwhile, GPS 
can be used to make the vehicle positioning and optimal 
distribution route for distribution vehicles(Tian.F, 2016 ) 

Retailing & 
Consumer 

Tracing & 
Transparency 
data 
 

➢ There are traceability systems based on centralized 
repositories, organizational siloing makes the 
process of tracing provenance 
information from these distinct sources tedious and 
fraught with delays (Malik.S,2018) 

➢ The e-commerce platform JD.com monitors 
the beef produced in inner Mongolia, 
distributed to different provinces of China 
(JD.com Blog 2018).  

➢ By scanning QR codes, one can see details 
about the animals involveD. the Gogochicken 
company uses an ankle bracelet to monitor the 
chickens’ movements and behavior via GPS 
tracking, and this information is then available 
through the web (Adele Peter, Fast Company 
2017).  

➢ The Grass Roots Farmers Cooperative (Grass 
Roots Farmers’ Cooperative 2017) sells a meat 
subscription box, which uses blockchain 
technology to inform consumers in a reliable 
way about the raising conditions of their 
animals. In the pilot performed, ases of chicken 
distributed in San Francisco are labeled with 
QR codes that link to the story of the meat they 
contain((Kamilaris,A,2019) 

➢ Since RFTD tag saved the information of agri-
food in the entire supply chain, once food 
safety accident happens, the defective 
products can be located immediately. 
Moreover, happening reasons, location and 
responsible staff can be traced by blockchain 
system as well, which could extremely reduce 
the losses and hazards (Tian.F,2016) 

➢  

➢ Downstream beer (Ireland Craft Beers 2017) is the first 
company in the beer sector to use blockchain technology, 
revealing everything one wants to know about beer, i.e. 
its ingredients and brewing methods. Consumers can use 
their smart phones to scan the QR code on the front of the 
bottle and they are then taken to a website where they 
can find relevant information, from raw ingredients to the 
bottling(Kamilaris,A,2019) 

➢ The European grocer Carrefour is using Blockchain to 
verify standards and trace food origins in various 
categories, covering meat, fish, ruits, vegetables and dairy 
products (Carrefour 2018)  

➢ The record created by the Blockchain can also help 
retailers to manage the shelf life of products in individual 
stores, and further strengthen safeguards relating to food 
authenticity (Juan F. Galvez ,2018) 

➢ Kumar and Mallick construe that blockchain technology 
has wider applications  in agri-food value chain such as 
food delivery and shipping data records, food online 
ordering and transaction data, and food quality assurance 
data. 
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 Shelf life data ➢ At the end of SC, food waste mainly occurs at the 
wholesale/retail - consumer interface (Stuart, T 
,2009).The most common reason for waste in the 
retail store is the expiration date(Stenmarck et 
al,2011). The origins of these effects have been 
identified as the lack of an information exchange, 
the difficulties of forecasting and from poor 
management. An additional reason is inadequate 
planning for when delays occur in the early stages of 
FSC, this can damage operations at later stages 
(Parfitt,J,2010). 

➢ Guarantee the freshness of products 
Due to the short freshness lifetime of agri-food, RFTD 
system can be applied to monitor the freshness lifetime of 
products. Therefore, sales enterprise could replace these 
agri-food products which are close to their expired time. 
(Tian.F,2016) 

➢ The record created by the block chain can help retailers to 
manage the shelf life of products in indivisuals stores,and 
further strengthen safeguards relating to food autheticity 
(J.F.Galvez ,et al,2018) 

Administratio
n 

Certifications
& 
Regulations 
 

➢ Currently, most of the RFTD-based supply chain 
traceability systems are all based on the idea of using 
a centralized system with the government 
department or a third party organization to achieve 
information transparency along the supply chain. 
However, these kinds of centralized organizations 
are completely opaque and user will never be able to 
know the inner details of the transactions. This could 
lead to information fraud and extortion for supply 
chain members(Tian.F,2016)  

➢ Failures and attacks from third parties  
➢ Failure to comply with laws and regulations imposed 

by government (Jing et al.,2009;Sun,2014) 

➢ At present, most of the solutions to food trade 
problems are from the perspective of the food 
supply chain such as electron spin resonance 
(ESR)( Yu, L.L.; Cheng, 2008) Z.: It helps 
regulators gather and manage information to a 
certain extent, but they mostly target at food 
traceability, food standard, risk assessment 
and the food inspection.  

➢  

➢ Certification and auditing authorities, and government 
departments, can visit the working field at random times 
to check whether rules and regulations are matched, or 
whether relevant data have been tampered with before 
being updated by the participants. The results of the 
inspection should 
 be recorded in digital profiles of both parties (Fraser, 
2017 ) 

➢ In agri-food supply chain traceability system that is 
defined by Tian, instead of being an information 
supervision center, government departments and third-
party regulators are just some normal nodes of the 
system, just like all the other members. However, they 
also have their own responsibilities, such as forcing the 
application of RFlD in the entire agri-food supply chain, 
and inspecting the authenticity of the information 
uploaded by supply chain members 

➢  Generate a prototype in a blockchain diagram, based on 
an algorithm using flowchart techniques to provide 
robustness against failures, third-party attacks and 
mitigation of information vulnerabilities (Toapanta. 
M,2018) 

 
 
 
 
 
 
 
 



4.2.3.4 Requirements specification 

The following Table 5, contains the cybersecurity requirements for a distributed ledger. The 
starting point for this library of requirements specifications are references drawn from Table 
1, Table 3, and Table 4.  
 
Requirements are classified with alphanumeric IDs. The first two digits of the ID correspond 
to the supply chain division, the following two digits correspond to the supply chain function, 
and the last 3 digits, correspond to the cybersecurity requirement. 
 
For instance, the first requirement pertains to the supply & trading (ST), the function is market 
data (MD) (See Figure 5), and the cybersecurity requirement is data verifiability (001), hence 
the code ST.MD.001. The code designation is arbitrary and may be amended and updated in 
the future; and in fact, this is meant to be a living document, and to be updated in its supply 
chain divisions, functions, and requirements. This library is expected to remain a reference 
for future scientific and engineering focus on the intersection between supply chain, 
cybersecurity, and blockchain. 
 

Table 5 Library of Requirements Specifications for Cybersecure Distributed Ledgers for 
Supply Chains 

Requirement 
ID 

Description Reference scientific articles 

ST.MD.001 The distributed ledger should devise the necessary tools and 
resources to allow users to VERIFY the ‘supply and trading’ 
‘market data’ provided by the ledger. 

(Xie et al., 2011) 
(Veuger, 2018) 

 

ST.MD.002 The distributed ledger should be maintained to assure the 
estimation or generation of ‘supply and trading’ ‘market data’ 
is RELIABILE or CONSISTENT over time. 

(Ma, Huang, & Gao, 2018) 
(Lijing Zhou et al., 2018) 
(Esmalifalak et al., 2013) 
(Maharjan, Zhu, Zhang, Gjessing, & Başsar, 
2013) 
(Boritz & No, 2005) 

ST.MD.003 The distributed ledger should use CONSENSUS PROTOCOLS 
with the best features at a given time to forbid single nodes 
modifying ‘supply and trading’ ‘market data’ without network 
consensus.  

(Liang et al., 2019) 
(C. Chen, Wu, Lin, Chen, & Zheng, 2019) 
 

ST.MD.004 The distributed ledger should have in place ACCESS CONTROLS 
to protect ‘supply and trading’ ‘market data’ against misuse 
and false data injection. 

(Biener et al., 2015) 
(Woods et al., 2017) 
(Lijing Zhou et al., 2018) 

 

ST.OP.001 The distributed ledger should assure the PRIVACY of order 
placement data when the blockchain transactions are 
performed over public networks or the cloud. 

(Defranco & Morosan, 2017; Y. Li et al., 
2016) 

 

ST.OP.002 The distributed ledger over mobile and cloud environments 
should allow to extract order placement data but only PRE-
AUTHORISED NODES TO EXTRACT INDIVIDUAL PROFILING 
information. 

(Kim & Jeong, 2018) 

ST.CD.001 For compliance to EU’s General Data Protection Regulations, 
or for other needs, the distributed ledger should allow for 
specific block to be REDACTABLE or to become IRREVERSIBLY 
INACCESSIBLE. 

(Mani et al., 2014) 
(Mani et al., 2015) 
(Mehendale et al., 2019) 
(Wouda & Opdenakker, 2019) 
(Miloslavskaya, 2018) 
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ST.CD.002 The distributed ledger should INTEROPERATE with external 
systems to verify and proof ‘contractual data’, such as user’s 
identity, ownership, assets value, financial transfers, etc.    

(Veuger, 2018) 
(Kavassalis, Stieber, Breymann, Saxton, & 
Gross, 2018) 

ST.TD.001 The distributed ledger should have ‘transaction data’ 
CERTIFICATION or ENDORSEMENT mechanisms for consumers 
and suppliers with specific attributes, without the need to 
reveal the ‘transactions data’ itself.  

(Khan & Khan, 2018) 
(J. Wang et al., 2017) 
(Sylim et al., 2018) 
 

MP.PC.001 The distributed ledger should MINIMIZE EXPOSURE OF 
SYSTEMS RELYING IN CLOUD COMMUNICATION through for 
instance time out connection windows, key scheduling, or 
redundancy policies. 

(Sajid et al., 2016) 
(Humayed et al., 2017) 
(A Maw et al., 2019). 

MP.FA.001 The distributed ledger should be able to AUTHENTICATE 
personnel for ‘Facilities access controls’ in ‘manufacturing and 
production’ areas, based on for instance on topological 
attributes (e.g. employee type X, in area type Y, may interact 
with ERP systems type Z, within time windows W). 

(Y. Cao et al., 2019) 
(Teh et al., 2013) 
(Rouhani et al., 2018) 
 

MP.ID.001 The distributed ledger should be capable to ENCRYPT-LIMIT 
ACCESS to Intellectual Property transactions of manufacturing 
technical data -i.e. engineering documents with materials 
specifications, mechanical properties, colour, weight, 
assembly number, CAD files - and other ‘industrial designs’ 
data, across stakeholders and grant OPEN ACCESS to data 
without IP rights. 

(Papakostas, Newell, & Hargaden, 2019) 
(X. L. Liu et al., 2020) 
(Cole et al., 2019) 

MP.ID.002 The distributed ledger should ACCESS AND CREATE AUDITABLE 
RECORD OF CHANGES for ‘industrial designs’ to be used as 
digital passports to proof of authenticity and origin of any 
‘industrial design’. 

(Ncube & Lim, 2018) 

MP.IT.001 The distributed ledger should be able to partition transactions 
(SHARDING or ERASURE CODE) and request nodes to process 
fractions of the original transaction, to favour throughput and 
to avoid IoT network saturation. 

(Tiago M Fernandez-Carames & Fraga-
Lamas, 2019) 
 

MP.IT.002 The distributed ledger should interface with ‘IoT 
devices/systems’ and implement ‘IoT data’ ENCRYPTION AND 
DECRYPTION processes between IoT devises/systems and the 
ledger. 

(Huang et al., 2019) 
(Wan et al., 2019) 
(Kshetri, 2017a) 
 

IM.ID.001 The distributed ledger should establish a RULESET BASED ON 
SMART CONTRACTS to incentivise distributed storage 
locations to remain collaborative, active, reliable, and to 
allocate enough capacity both for storage and transportation 
of tangible and intangible (digital, energy, so on) goods. 

(Skowroński, 2019) 

IM.MD.001 The distributed ledger should follow the TRUSTED 
ELECTRONIC RECORDS model to ensure Authenticity, Integrity, 
Usability, and Reliability of the ‘Management Data’ in the 
ledger. 

 
(Deng et al., 2019) 

IM.MD.002 The distributed ledger should operate over CONSORTIUM 
BLOCKCHAIN and SMART CONTRACTS to capacitate 

(Y. Q. Li, 2018) 
(L Zhou et al., 2018) 
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‘management data’ and systems to execute distributed 
resource management and billing. 

WH.ER.001 The distributed ledger should be capable to MINIMIZE RISKS 
ESCALATION through cloud ERP systems in the event of cyber 
attacks to individual servers (nodes) located elsewhere. 

(Berchet & Habchi, 2005) 
(Abd Elmonem et al., 2016) 
(Seethamraju, 2015) 
(Azzi et al., 2019) 
(Gupta, Misra, Singh, Kumar, & Kumar, 
2017) 

WH.ER.002 The distributed ledger should INTERFACE WITH ERPS EDGE 
COMPUTING NODES for persistency, integrity and validity of 
data 

(Sittón-Candanedo et al., 2019) 

WH.ID.001 The distributed ledger should INTERFACE WITH THIRD PARTY 
CERTIFIERS OF AUTO ID SYSTEMS to prevent communicating 
with malicious Auto ID terminals 

(Mondal et al., 2019) 

WH.SC.001 The distributed ledger should DISAGGREGATE shipping and 
customs data to avoid exposure in case of single nodes 
exposure, and AGGREGATION only permitted customs and 
authorities. 

(Chang et al., 2019). 

WH.SD.001 The distributed ledger should allow shipment data to remain 
CONFIDENTIAL, and at the same time PROVENANCE of goods 
and services should be assured. 

(Yang, 2019) 

WH.YD.001 The distributed ledger should include permission-based 
discretionary access controls (DAC), role-based access controls 
(RBAC), attribute-based access controls (ABAC), and modular 
access control model (MACM). 

(Berger et al., 2019) 

WH.YD.002 The distributed ledger should LINK the yard management and 
scheduling OPERATIONS, with ORDERS placement and SKUs, 
for more trust, visibility, and fraud detection.  

(Helo & Shamsuzzoha, 2020) 

WH.TD.001 The distributed ledger should function with DISTRIBUTED 
PROCESSING and ENHANCED AUTHENTICATION to main 
‘trucking data’ integrity.  

(Schiermeier, 2015) 
(Sel & Karaklajic, 2014) 
(Y. R. Chen et al., 2019) 
 

WH.IS.001 The distributed ledger should allow for NON-REPUDIATION of 
authenticated vehicles in Intelligent Transport System, for 
instance during platooning. 

(Decoster & Billard, 2018) 
(Kiktenko et al., 2018) 
(Ben Hamida et al., 2015) 

WH.MT.001 The distributed ledger should PARTITION OF MONITORING 
AND TRACEABILITY (M&T) data in the logistics chain, and 
though the blockchain, allow the full integration M&T data of 
the integrable by the shipper and the consumer.  

(Tian, 2017) 

DI.CP.001 The distributed ledger should function as a shipping, customs, 
and agencies MULTI-WINDOWS WORMHOLE in the backend. 

(Segers et al., 2019) 
(European Shippers Council, 2018) 
(Triepels et al., 2018) 
(Chang et al., 2019) 
(Juma, Shaalan, & Kamel, 2019) 

DI.CP.002 The distributed ledger should allow Port Community Systems 
to IDENTIFY, AUTHENTICATE, AND AUTHORISE port operations 
processes.  

(Hofman et al., 2017) 

RE.CD.001 The distributed ledger should assure PRIVACY of customer 
data. 
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RE.CD.002 The distributed ledger should have customer and supplier 
RELIABILITY DATA with violations timestamps, which 
incentivise good practices for both. 

(Gao et al., 2018) 

…. …. …. 

 
 
 
Conclusion 
The scientific literature shows that “Despite the great hype, Blockchain is NOT (at least for 
now) addressing equally to all supply chain functions; and also, it is NOT (at least for now) 
intending to address all the cyber risks in the supply chain”. 
 
This deliverable is the preliminary step to identify the distributed ledger technologies in light 
of the potential impact that may have twofold: contributing to the advancement in the supply 
chain management, and the solutions to emerging complex cyber risks associated with 
technological changes and automation. 
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